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LIGOWAVE - WAC/VAC/LAC QUICK GUIDE

(Version:1.0)

(Created Date:2015.03.28)

NOTE: This Quick Guide is based on the basic and frequently-used functionality of VAC/WAC/LAC, and add a

number of basic cases configuration process. If you have any problems, please contact our customer service staff.
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1. Chapter 1

Basic System Configuration

1.1. The Initial Configuration of VAC/WAC/LAC/AP

The most direct way to configure is connecting your laptop to the VAC / WAC / LAC

through console port. We need a remote management software such as “putty” or

“Xshell” to configure via command line, people who have technical knowledge and

experience are recommended to do so. General users can also configure via the web

interface, please refer to Section 1.2.

(NOTE: LAC has no web interface, so the section before getting online to VAC should be

configured through the console port.)

1.1.1. The Initial Configuration of VAC/WAC

The default management address of VAC/WAC (on port 1) is 192.168.100.168.
Connect the PC to the VAC / WAC via serial cable then we can modify physical
interface address of the VAC/WAC.

Use remote management software (e.g putty/xshell) on the PC to manage the
WAC by username admin and password admin0.1.

The baud rate is 9600.

Use the command “delete ip all” to delete all IP of the WAC, as shown below:

LigoWawe@[192.168.100.168] : delete ip all

Use the command “delete route all” to delete all route of the WAC:

LiqDWEV_E'@ilﬁz.lﬁﬂ.lﬂﬂ-lﬁﬂi: delete r::ute all

Add IP and route for Port0/1 and enable the control and admin rights, use the
following commands:
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Add port IP:
Add ip 0/1 192.168.100.21 255.255.255.0 control on admin on

Add default route:

add route 0.0.0.0 0.0.0.0 192.168.100.1

LigoWave®[192, 168, 100, 163] : add ip 0/1 192. 153, 100, 21 255.255. 255.0 control or admnin on
LigoWave®[192, 168, 100, 163] : add reoute 0.0.0.0 0,0.0.0 192, 163, 100, 1

® Add IP for Port0/2, use the following command:

LigoWave@[192, 168, 100, 168]: add ip 0/2 1.1.1.1 255,255 266.0 admin on
LigoWave®[192. 158, 100. 163] :

® Except Port0/1, others are downlink ports by default. In order to manage the
VAC/WAC through Port0/2, the port 0/2 being set to uplink is necessary, use the
following command:

|LignWave@[192.168. 100, 168] s zet port 02 uplink |

® Save system configuration and reboot the WAC, use the following commands:
save main, reboot

LigoWave@[192.168.100.168] : sawve main
saving configuratio....

gave configuation success

LigoWaved [192.1658.100.168] : reboot

This operation will temporarily shutdown this system and users may
loze their connections.

Are you sure you want to shutdown this system [n]? v

1.1.2. The Initial Configuration of LAC

® Manage the LAC through the serial port. The default management address of
LAC on port 0/1 is 192.168.100.169, can be modified via CLI

® Use remote management software (e.g putty/xshell) on PC to manage the LAC by
username admin and password admin0.1
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® Configure the IP address for the LAC and specify the VAC IP for it through the
serial port, the baud rate is 9600
® Use the command “delete ip all” to delete all IP of the LAC, as shown below:

LigoWave®[192, 168, 100, 162]: delete ip all
® Use the command “delete route all” to delete all route of the LAC:

LigoWave®[192. 165, 100. 162] : delete route all

® Add IP and route for port0/1 and enable the control and admin rights by using the
following commands:

Add port IP:
Add ip 0/1 192.168.100.20 255.255.255.0 control on admin on

Add default route:

add route 0.0.0.0 0.0.0.0 192.168.100.1

LizoWave®[192, 168, 100.189] : add ip O/1 192,168, 100, 20 255, 255, 255.0 control on admin on
LigoWave@[192. 168. 100. 165] : add route 0.0.0.0 0.0.0.0 192, 168.100.1 |

® Specify the controlserver-VAC IP for the LAC by using the command‘set
controlserverx.x.x.x”, as shown below:

LigoWave®[192, 168, 100, 1659] : =et controlserwver 192,163, 100,21

Note:The above command is to specify the VAC IP which the LAC belongs to.
® Save configuration and reboot the LAC by using the commands: “save main”

and “reboot”(y=yes, n=no), as shown below:

LigoWawed [192.168.100.169] : sawve main
saving configuraticoh. ...

gawve configuation success

LigoWawed [192.168.100.169 : reboot

This operation will tempeorarily shutdown this system and users may
lose their connections.

Are wou sure vou want to shutdown this svstem [n]? W
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1.1.3. The Initial Configuration of AP

When the AP is connected to a DHCP network it will automatically obtain an IP
address and discover the AC through broadcast. In general local applications, we do
not need to specify the WAC IP address for the AP; on the other hand, we can also
specify the WAC/VAC IP address for the AP, and in certain environments (AP to AC
cross-NAT), we have to specify the WAC/VAC IP address for the AP.

® The initial configurations of AP are as shown below:

When the AP is powered up it will by default broadcast the SSID “Ligo_mac”, as

shown below:
Ligo_00:19:3b:eb:ba:03 a

Connect your laptop to the SSID and manage the AP through SSH (use SSH software
like Xshell), the management ip is 192.168.2.66, as shown below:

Xshell:\> ssh 192.168.2.66]

Follow the prompts to enter username: admin and password:adminQ1. After login
successfully, type “shell” at the command line and press enter, use the following
command to specify the remote VAC/WAC IP(for example:192.168.100.21) address
for the AP:

# wtpconf 3et c3 192.163.1nn.21|

Have the AP connected to the network after the completion of the above steps

1.2. Configure the VAC/WAC through web interface

The Device module is for making basic configuration of VAC/WAC, including Basic

Setup, DNS Server, Ports, IP, Route, Policy Route, OSPF, DHCP, SNMP, Date&Time.
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1.2.1. First Login

Connect your laptop to the VAC/WAC via port0/1, access https://+port IP from the
browser, The default management IP of the VAC/WAC is 192.168.100.168(on port
0/1), so accesshttps://192.168.100.168 from the browser, then enter the username and
password to login (admin, admin0.1):

Bk b##p75://192.168.100.168/ui/AdminLogon.php?logout

Log out successful

Administrator Logon

Username
Password
Language

EESh it

Mot clear,please change one

Verification code 3587

‘Your web browser must accept cookies to logon.

Swllch Aceount Super Admi + |Language Englisn

STATY

Clest | Dece | AP | magusp
B~ v | 20150009 Mm% | To (250009 140€:% | OR [T dey ~]
Ugowac Resourca stnus
ton Tz
Ve 10mos s ClertLogan 5 M Client ulogen  © 29 Online W 25 Unline
Version 6.2208627) . . .
o0 | oo |
W Aumemcaaciens
1 naumemcaacisns cad M
a0 MM M § e
B TomiCleans 5 H
T e £ w
H H
E z
2w : @
5 £
3 ]
20 5
a 2 o
cios 030 8 0300 0305 0303 0308 0308 030n 0308 0309 0305 0303 0308
oo 179 S0 0145 040 0938 1330 100 1785 2150 04 0540 0035 1330
s> Advanced option

0w the charts by EGBID and VELAN

1.2.2. Setup Instructions

1.2.2.1. Basic Setup

In the module you can check the VAC/WACIP address, System ID; you can also set
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the VAC/WAC Name, Admin Username, Admin Password and enable/disable SSH

STATUS | DEVICE | ap LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT

Basic Setup DMS Server Farts IF Route Palicy Route QOSFF ODHCP ShMP Date &Time

B - Device g 163.177.112.181
Basic Setup 163177112181
‘153.177.112131 1
WM— Name | | 163, 177. 112. 181 ||Lega| character of lefters, numbers, (- supparts a length of 0-63
IP Address 163177.112.181
System ID 00:90:00:21:db:7c

NAS-ID / Description |

Focation
Admin Username | adnin |

Admin Password I |

-~

Confirm Admin Password [ |

Enahle CLI

A. IP address of VAC/WAC/LAC(the IP of the port that enable “Management Channel”)
B. Enter username and password for VAC management Ul

C. Enable/Disable SSH

1.2.2.2. DNS Server

® DNS for WAC/VAC/LAC

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT
Basic Setup OME Server Farts IP Route Policy Route 08PF DHCP ShMP Date & Time
AN
DNS Server Device @ 163.177.112.181

163177112181
ap 163177112981
&Default

Primary DNS 221.5.88.88

Note: The DNS here is only for VAC/WAC itself, not for the client
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1.2.2.3. Ports

1.2.2.3.1. Physical Interface

! ‘Sl ACCOURR| Supes A+ |Langusge| Engish

swws [Toue | AP LocAON  POLCY  RGMIS  SECURIY  PORTAL  ADMN  CLOD  MANTAW  loGs  Logour

Swksaw | Owsswm [F5] B Mo PRl OSF  DHR | GME  CassTe
hoN

Interface Setup P G (o

@ EETITTTITE

g Dl
e s e Vs P status
500 x Ui x v 7]
7500 x ' B3 v ]
500 X Upink ® v &
7500 x i B3 v @

X ® v 7]

® Here we take port 0/1 as an example:

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN cLOUD MAINTAIN LOGS LOGOUT
Basic Setup DS Server Ports P Route Policy Route 05PF DHCP SMMP Date & Time
Ports Device @ 163.177.112.181
J 163.177.112.181
@ 63177 ITETE
Defaull
G oeRy Name SiotPort 0
WU
{Please enter the 68-1500 alues)
ee
N ‘@ Both VLAN 1D
o ) AllowVLANID | | (0-4085 English comma separated)
v C—
BYIP o
STATUS 7] \

Set MTU value(The default value is 1500)

>

Set port connection mode
Set interface type(downlink interface has to be authenticated)

Working mode(route/switch mode)

m O o @

Set VSLAN ID

1.2.2.3.2. VSLAN Interface Configuration

® Click “Add” button to create a new VSLAN interface
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r'd e ACEOUE Super A » LangUBge] Englen

mnnnmmumnmmmmun—mmmmmn
Basicsen | ONGSee P R PuRase | OSFF | DHoP G DaeaTme
- ha
Interface Setup deves T
Y
@ ST
L

L]

Wombor STP Status s
x

Hamo s
VBLAN v 28
VSLAN 2 x v 48
VeLH 3 X v 20
Ve x v 28

VELAN 120 x v 20

VLM 11 ® '3 )

VELANEER ® v 7@

-

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT

Basic Setup DNS Server Ports P Route Policy Route OSPF DHCP ShimP Date & Time
DHCP Setu Davice 163.177.112.181
p g1531??112181
._1631??112181
Name
STP Status [m]
Status =]

~~ -

A. Set VSLAN ID(1 - 999)
B. Enable/Disable STP
C. Enable/Disable the interface

® Click “Save” to finish creating VSLAN interface and return to the previous menu

1.2.2.4. 1P Setup

® By option DEVICE - IP, click “Add” to add IP address/Subnet mask,
Management Channel control and Management Rights control for physical

interfaces, VLAN, Bridge and VSLAN interfaces
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STATUS | DEVICE | AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOouD MAINTAIN LOGS LOGOUT

Basic Setup DNE Server Paons Route Paolicy Route O8FF DHCP SHMP Date & Time

IP Setup Device Q163.177.112.1BI
1637711213
‘183177.112181
Interface IP Addr Mask Channel
g Default
SlotiPort 012 1.1.1.11255 2552550 ®
SlotPart 141 162.177.112.181/2565.255.255.192 "
WELAN 11 1721611255255 255.0 x®
WELAN 28 192.168.01/255.255.255.0 x®
WELAM 20 192.168.1.1/255.255.254.0 ®
WELAM 40 192168.4.1/255 245 2550 x
WELAM 120 192.168.1201/245 255 2550 x

® Here we take port 0/2 as an example:

STATUS DEVICE ap LOCATION POLICY  RIGHTS SECURITY  PORTAL ADMIN cLoun MAINTAIN LOGS LOGOUT
Basic Setup NS Server Ports P Raute Policy Route 0SPF DHCP SHMP Date & Time
IP Device Q. 163.177.112.181
163.177.112.181
@ EIATTATZAEN
gt e
IP Address/Subnet Mask (111 | /|55, 255, 255.0 20 ||

Management Channel O &

Management Rights

A. Select interface for IP setup

B. Enter IP address/subnet mask

C. Enable/Disable Management Channel(Management Channel can only be enabled on one port)
D. Enable/Disable Management Rights(Management Rights can be enabled on all physical ports)
® Click “Save” to finish IP setup and return to the previous menu

Note: You can add/change the ip for ports except the current management port, if you change ip of

the current management port will result losing connection to the device

1.2.2.5. Destination Route

® Add destination route for the device
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e a

STATUS | DEVICEl AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CcLouD MAINTAIN LOGS LOGOUT

Basic Setup DNS Server Ports P | Route | Puolicy Route 05PF DHCP SNMP Date & Time
Ao
Device g 163.177.112.181
ROUte SEtup 163177112181
163777112987
&Defaun inati mask Gateway
0.0.0.0/0.0.0.0 163177112129

® By option DEVICE - Route, Add/delete route, such as destination/static route

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouUD MAINTAIN LOGS LOGOUT

Basic Setup DME Server Pors IP Route Palicy Route QSPF DHCP SHMP Date & Time
Route Setu Device . 163.177.112.181
p 163177112181
‘1 BIATTITZ.181
g Dafauit Destination/Subnet mask ‘ 0.0.0.0 "’|D.U.D.U o) v
-
Routing Metric l:l (Please enterthe values betweef 0 and B5535)

N

A. Set destination route IP/ subnet mask(in this case all IP data get out via the gateway
163.177.112.129)

B. Set gateway

C. Enter routing metric

® Click “Save” to finish destination route setup and return to the previous menu

1.2.2.6. DHCP Setup

Configure DHCP Server, assign IP pools to interfaces, set DHCP Relay, assign IP
statically (Most of networks already have DHCP server, then you don't have to

configure the DHCP)
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1.2.2.6.1. DHCP Server

Switch.
STATUS m A LOCATION  POLICY  RIGHTS SECURITY  PORTAL  ADMIN CLOUD  MAINTAM  LOGS  LOGOUT

BasicSewp  DNSSener | Pafs P Rows | FolicyRoule | OSPF E SNWP  Date ETime
C - Device A63ATTAIZA8
DHCP Setup - @ T
‘15] AEERRFA L]
DHCP Sefver DHCP Domain Static P
Defaull Lease Time 0 ww |1 hew 0 minnes
Wax Lease Time | day |0 hewr 0 mintes
DHCP Setup 2
Start DHCP Service
GHCP seniee 1 g o \
Configu e the monitol g interface for DHCP Serice
Imterface 1P Addhess Subnet Mask Enable

lobPart 011
SlobPor 072 111.1/295.255 2550
SlatPor 073
SlatPort 111

VELAN 1
VELAN 11

DHCP Server setup
DHCP Domain setup(network distributed by DHCP)
Static IP address distribution(binding IP and MAC address )

DHCP Lease Time setup

m o o @ »

Turn on/off DHCP Service

® By option DEVICE - DHCP, press “Close DHCP Service” to shutdown the
DHCP service, then select the interfaces which need to create DHCP domain and

save

STATUS DEVICE AP LOCATION  POLICY  RIGHTS SECURITY  PORTAL  ADMIN CLOUD  MANTAM  LOGS  LOGOUT

BasicSehip  DNSSemer | Pos | P Route | PolieyRoule | OSPF | OHCP | GNMP  Date & Time
CP Setup Device 163.A77.112.481
DHCP Setup gt
PNLELAIAL
g Defaul DHCP Server
DHCP Server | DHCPDomain  Stalic 1P
Defaul Leass Time 0 iy [1 how [0 |minstes
Wax Lease Time today [0 hew 0 minutes
DHCP Setup
Configure the manitoriny interface for DHCP Service ~~

1.2.2.6.2. DHCP Domain

® By option DEVICE - DHCP - DHCP Domain, click “Add” to create DHCP
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domain

'd

STATUS | DEVICE | AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN cLouD MAINTAIN LOGS LOGOUT

Basic Setup DS Server Ports 1P Route Policy Route OS5PF | DHCP | SMNMP Date & Time
Device Q 163.177.112.181
DHCP SEtup { TE3177.112181

163177 TTZT8T
7&%@% | DHCP Sewel

IP Address Subnet Mask IP Range

192.168.0.0 2552552550 192.162.0.35-192.168.0.62

192.168.1.0 2542552540 1921681.10-192.168.1.20

192.168.31 2552552550 192.168.2.2-182.162.32.254

1921681200 2542552540 192168120 2-182 168120 254
_ly Add

® Create IP address/Subnet mask, Gateway, primary and secondary DNS, Domain

Name and IP Range for DHCP domain

sTaTUS  pEwice | AP LOCATION  POLICY  RIGHTS  SECURTY  PORTAL  ADMIN  CLOUD  MANTAN  LOGS  LOGOUT
Basic Setup DHMS Server Ports 1P Route Folicy Route QSPF DHCP SHNMP Date & Time
DHCP Setup pece @ i
.153177112131
g Default IP Address 192.168.4.0
Submt Mask
Gatoway
ons Sorver
NS Server

|

Domain Name Legal character of lstiers numbers, () subports a lenath of 0-63

IP Range | 182,188, 4.2 || 192,188, 4. 254 | Add

102168.4.2-192.168.4.254

Del

>>Advanced option

>

Domain IP address
Domain Subnet mask
Domain gateway(the IP of the interface)

Primary /secondary DNS

m ©O O @

VAC/LAC/WAC domain name

n

IP address range

G. Advanced options, option43, etc.

Note:The IP address range must match the subnet of the interface IP(domain gateway)

® Click “Save” to finish creating DHCP domain. Return to the previous menu

® (lick “Start DHCP Service” button
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT
Basic Setup DNE Server Ports IP Route Folicy Route QSPF DHCP ShMP Date & Time
Device g 163.177.112.181
DHCP SEtup 16377112181
S CEAEEREENE]
g Default DHCP Server
DHCP Server DHCP Domain Static IP

Default Lease Time 0 day |1 hour |0 minutes

Max Lease Time

1 day 0 howr |0 mimtes

DHCP Setup

Start DHCP Senvice

DHCF service is turned off

1.2.3. Policy Management Setup Instructions

Policy management module is for creating policies for APs, including WLAN policy,
Portal policy, Authentication policy, and LigoWave-VSLAN policy. Through this
module you can flexibly create virtual channels, make custom WLAN policies, and
set radio frequency policies such as RF channel, Tx Power, and protocols. You can
also set blacklist and whitelist for access control, and the policy for AP remote update.

1.2.3.1. Virtualization

Create WLAN policy, Portal policy, Authentication policy and particular VSLAN
policy of LigoWave for APs; VSLAN can be used for creating independent VPN to

customize various policies for users

AP LOCATION | POLICY I RIGHTS SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT

STATUS DEVICE
Virtualization Radio | Access Cantrol AP Update

(3 Portal

— Hetwork ID Hame Wlan/LAH Policy Nar | Authentication Portal

@ [Lsezmn | [ otear ]

(@ Authentication MNetwork ID Name Wian/LAN Policy Name: Authentication Portal
1 56 5mei2 System Authentication Policy PORTAL
2 System Authentication Palicy shuangyiwuxian
5 lantest antest System Authentication Policy customer test
1 Function Functian Function-Five [an Andy System Authentication Palicy PORTAL
12 VBLAN12 Guast GUest0] Guest-Five test! System AUthentication Policy PORTAL
20 20 1 LAN Systam Adthentication Folicy PORTAL
2 2 gugun System Authentication Policy 2
40 henry henry Systermn Authentication Policy PORTAL
8 test test

Systern Authentication Policy

test
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1.2.3.1.1. VSLANPolicy

By option POLICY - Virtualization - VSLAN, click “Add” to create VSLAN
policy, Set VSLAN Name, Network ID (same as the vslan ID), bind

corresponding WLAN policy, PORTAL policy and Authentication policy

o

STATUS DEVICE AP LOCATION | pou(;yl RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT

> Authentication

A

B.

o0 + <

=
Potal T

Wirtuzlization Radio Access Control AP Update

h

(> WLANLAN Name Lk Please enter the valpes hetween 1 and 30 character(llegal character 5% 0 ~+<==[l;: 2B@& VL)

Network ID Ll

Wian/LAN Policy Name [T.defaultwlan_lan_name | T.selectwian_lan_narme

chenjun_wechat Kk
custamer tast

customertest!
Function-Wechat

User

Authentication Service Mode centralized ¥
Authentication Systen Authentication Poliey v

Portal PORTAL

User IP Unique

Forwarding Mode

User Isolation

URL Logging || |Low Accuracy v

Description

—

Network name (can be user-defined)
Network ID (Must match to VSLAN ID)
Different network 1D for different DHCP network
Different network 1D for different/same WLAN policy(one network ID can be related to
couples of WLAN policies)
Different network 1D for different/same authentication policy
Different network ID for different/same Portal policy
WLAN policy
Authentication, choose “centralized” or “distributed”(In VAC+LAC mode choose “centralized”
to authenticate on VAC or choose “distributed” to authenticate on LAC)
Authentication policy(local/Radius)
Portal policy(support external portal server)
Enable/Disable User isolation

Click “Save” to finish creating VSLAN policy. Return to the previous menu
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1.2.3.1.2. Portal Policy

STATUS DEVICE AP LOCATION | POLICY | RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT

Virtualization Radio Arcess Control AP Update
-

(#VSLAN

TS WLANLAN | Hame ‘ ‘ VEL | | Search ‘ | Clear

(=) Authentication Name URL
weixin @j hitp:M163.177.112.181/ad-0f6dfalB-1/index.php
wechat wifi @j http 63177112 181 fadmin_0fportakvebiindex php
test @j hitp:if63.177.112.181/admin_0fhE1 fe3findex php
shuangyiwuxian @ hitpME3.177.112.181/ad-0M h9hBe-1iindex php
PORTAL @j hitp:fM163.177.112.181/admin_0fportakwebiindex. php
kk @j hitp:M63.177.112 181 /admin_0rac0fdc/index php
henry @j hitp 63177112181 /ad-0/71ab4d-1/index.php
customer test @j httpME3.177.11 2181 /admin_0fch51 2dfindexphp
999 @j hitp:fM163.177.112.181/admin_0fportakwebiindex. php
22 @j hitp:M63.177.112 181 admin_23fportakwebiindex ph
111 @j hitp:M63177.112 181 admin_0fportakwebiindex php

‘--q*
A. Url address and custom portal name, allowing only one default portal policy
B. Content edited (the Name and the Url can be edited, you can also delete the portal policy)

® By option POLICY - Virtualization - Portal, click “Add” to create Portal policy

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT
Wirtualization Radio Access Cantral AP Update
(3 VSLAN
Name | Lk | Flease enter the values hetween 1 and 300character(llegal character 1§ %0+ ===l P@& 1L )
(>/WLANLAN PORTAL | Bt4p: /163177, 112, 181/ admin_OFportalusb/index. phy |
@ Authertication Portal Bervice Mode | centralized ¥

[~

® Set PORTAL name, input PORTAL URL
® Default or not

® Click “Save” to finish PORTAL policy setup. Return to the previous menu

1.2.3.1.3. WLAN Policy

® By option POLICY - Virtualization - WLAN/LAN, Create WLAN policy by click
(SAdd”
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/ Switch A

ap LOCATION poucy | RIGHTS  SECURITY  PORTAL  ADMM  CLOUD MANIAM  LOGS  LOGOUT
Access Control AP Updata
WLANLAN

™ 511 —Forwarding Mode— ¥ Search Clear

Haine: ESSID Security Defal Encryptien

test et OPEN

test test OPEN

shuangyiwiian shuangyiwisian OPEN

lantest lantest OPEN

Lan T G

lan T G 7

[ Wi KK no Auto Negofiate

henrptest OPEN no
gugun OPEN

ANDY TEST
OPEN

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LoGOuT

Displar-20Records » Total 21 Records. Fir

Virtualization Radia Access Contral AP Update
(2 VSLAN
Portal
@ WLANLAN
Authentication Policy Type L v
Name e Plehse enter the values between 1 and 30 character(ilegal character 1% (~+ <==[l" 2@ (1)
ESSID kk Flegse enter the values between 1 and 31 character
Security Policy OPEN M
User Limit o (Each AP to allowfthe maximum number of users access the ESSID,0 means no limit)
Hidden @ ShowEssid () Hide Essid
Radio Freq @® 246 Q@ 56
Forwarding Mode Local Forward:Bridge ¥
VLAN 1D 0 (0-4086, 0 means nat sef)
BYPASS [m]
Default ® o O ves
e Cancel Ny

A.  WLAN policy setup includes policy name, SSID, security policy, maxim user number,

hidden ESSID, default or not (if choose default, the first time the AP getting online to the
VAC/LAC it will apply the policy automatically), and user traffic forwarding mode
(including centralized mode and local mode; user data encryption schemes when in
centralized forwarding mode ; there are two local forwarding mode: NAT mode and
Transparent mode)

® Click “Save” to finish WLAN policy setup. Return to the previous menu

® By option POLICY - Virtualization - WLAN/LAN - Security, set Security policy

by choosing encryption schemes
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e

STATUS DEVICE AP LOCATION | POLICYl RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT

‘irtualization Radio Aceess Coniral AP Update

(> VSLAN -
Portal =
| Security |
Authentication ™ Policy Name - Encryption
OPEN open
KK wpa pskiwpaZ psk
functionkey whpaZ psk
Function-Wechat wpapsk
customer test open
ANDY TEST WwRaZ psk
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouUD MAINTAIN LOGS LOGOUT
Wirtualization Radio Access Control AP Update
(3 VSLAN
Portal
® Security
@Amhemicminn Name Iease enterthe values between 1 and 30 character(lllegal character 1§ % 0+ ===\ 2@ET [} )
Encryption
Key

wpa-psk/wpaZ-psk
Save Cancel wapi-psk \

B. Set security policy name, encryption scheme, and encryption key

® Click “Save” to finish security policy setup. Return to the previous menu

1.2.3.1.4. Authentication Policy

® Create Authentication policy by “POLICY - Virtualization - Authentication -

Add”

STATUS DEVICE AP LOCATION |p0|_|(x | RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT
| Wirtualization | Radio Access Control AP Update \
(] VSLAN
Portal
P 4 Authentication Policies
(= WLANLAN
| | | suthentication Po [ huthentication 3¢ | Gearch | | Clear
lion Policy ication Service
System Authentication Policy Built-in
Add

A. “Built-in” indicates the authentication service is provided by local VAC/WAC
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL

ADMIN cLouD WAINTAIN LoGS LOGOUT
virtualization Radio Access Contral AP Update
() VSLAN : e
e Name Systen Authentication Folicy Please enter the values between 1 and 30 character(llenal character 1§55 ~+<== (1. @AV )
(> Portal
() WLANLAN @ Make this the preferred Authentication Paliey for new Gonnection Profiles
Authentication Services
ion Service Service Type

NT Domain Logons - Kerberos

NT Domain Logons - Kerheros (Typically Windows 2000 or Windows XP clients)

NT Domain Lagans - NTLA

T Dorreain Logons - NTLM (Typically Windows 98 orindows NT clients)

802.1x Logans

B02.1%/ RADIUS Layer 3 P Access

| ® Built-in

Buittin |

Cancel

B. Set external Radius authentication by creating new authentication service, and define

authentication type, name, server IP address, port number, and secret of authentication

policy

STATUS DEVICE AP LOCATION IPOLICY RIGHTS SECURITY PORTAL cLouD MAINTAIN LOGS LoGout
Radio Access Gontrol AP Update
_ -
(#IVSLAN
- Authentication Services
(> WLANILAN \
| | e
Service Type
Built-in Built-in
=,
Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT
Virtualization Radio Access Contral AP Update
(> VSLAN Auth Type RAITUS M
(=) Portal
(> WLANLAN Name [ |
Server | ‘
Port he12
Secret

Confirm Secret
Group Identity Field
Reauthentication Field

Timeout
(Beconds )

Save Cancel

|Sessinn-Timenut ‘

| Enable RADIUS Accounting (RFC-2866) on pott [1g13 ]

| Enable RADIUS Coaon port [37gg
Enable Dreom Cod on port

“~

® Click “Save” to finish Authentication policy setup. Return to the previous menu

1.2.3.2. Radio Policy

® By option POLICY - Radio, click “Add” to create Radio policy

23/79



OLugoWave

STATUS DEVICE AP

LOCATION | POLICY | RIGHTS

SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT
Virtualization | Radio | Access Control AP Update
Radio RF Channel Tx Power Antenna
test1 a Odbmi mw) Cpen
test 3 Tdbm{l. 3w Cpen
kk 1 4dbmi2.5mw) Cpen
jun 11 Sdbm{2 Cpen
henry 9 Odbmi mw) Cpen
Andy Test g 29dbrm{B00rmw) Cpen
5M-12Radio 143 Odbmi ) Cpen
24498 [ 15dbrmi32mw Open
218 1 Sdbm3 2w Open
[ ]
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT
virtualization Radio Access Contral AP Update
Name | T Pl§ase enter the walues between 1 and 30 characterilllzgal character | F%s0~+<== 0, W#@E L)
Mode 802 11bgtn v
Htmode HTzo v
RF Channel 1 v
Tx Power Odbn (Imw) ¥
Antenna Open ¥
RSSI{dBm) 8] Please eter the valus: hetween -100 and -50

AN

A. Radio policy name

B. AP working mode (auto, 802.11b, 802.11g, 802.11bg+n, 802.11a, 802.11a+n,
802.11n-2.4G-only, 802.11n-5G-only)

Htmode (HT20, HT40-, HT40+)

RF channel (including 2G and 5G channel, self-adaptive)

m O O

AP Tx Power (0-500mW self-adaptive)

n

Antenna on/off

® Click “Save” to finish Radio policy setup and return to the previous menu

1.2.3.3. Access Control

® By option - Access Control, create filter list by click “Add”
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STATUS DEVICE AP LOCATION | POLICY | RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGouT

S
Yirtualization Radio | Access Control | AP Update
-

Huns | e IRE: |- | [ | [_seann | [ ciear

BLACKLIST

Name MAC IP Address

There are no rows to display.

. Addd

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT

Wirtualization Radio Access Control AP Update

BLACKLIST
Name ‘ | Flease enter the values bgtween 1 and 20 character(lllegal character: 1§ %M Q~—+===[l: WH@EVD{L )
MAC O any | | wo-on0o00:0n00)
IP Address @ any | l=ll | moooonoo
VSLAN [ |
Enable 7
~\

A. Set BLACKLIST (based on MAC, IP address range, VSLAN)
Set WHITELIST (based on MAC, IP address range, VSLAN)

® Click “Save” to finish filter list setup and return to the previous menu

1.2.3.4. AP Update

® By option - APUpdate, Click “Add” to create AP Update policy

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT

Virtualization Radio Access Control AP Update

By

AP Identity
Humber Mame Hardware Model AP MAC Fir
15 custometest APC 2h-8 00:19:3bec:hs B2
‘ Add |I | Upload
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT

Wirtualization Radio Access Control AP Update
Name Pleasd enter the values between 1 and 30 character(llegal character T§%"* () ~+ ===l 2@E 1]
Number Mumbgr nust be gnigue the serial numhber range 1-16
AP Identity
Hardware Model APC SH-1Z ¥
AP MAC 00:00: 00:00:00: 00 The defaultis null indicating that the policy applies to all AP devices in the hardware model
Firmware Version 6.0.0 087, 16, T152) ¥
New Version 6.2 2 (r256. 196 5338) bin ¥ | Please uploal the new firmware
Enable d
~

A. Set AP update policy name

B. Select AP hardware model

C. Specify AP MAC for updating a certain AP. Otherwise all AP devices in the hardware will be
updated

D. Select firmware version (updating under LigoWave customer service guidance advised)

E. Select upload version (updating under LigoWave customer service guidance advised)

F. Enable (check to enable updates policy, otherwise it remains disabled)

® Click “Save” to finish AP updates policy setup. Return to the previous menu

1.2.4. AP Setup Instructions

AP module provides quick setup of AP name, LACIP, WLAN policy, Radio policy,
Location, as well as illegal AP detection. AP list shows the information of all
registered AP. You can quickly search any AP by applying the filters such as MAC
and LACIP, etc.
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1.2.4.1.

Basic Setup

STATUS DEVICE | I LOCATION PoLICY

SECURITY  PORTAL ADMIN cLoup LOGS LOGOUT
| Basic Setup \
[a me [EES | (25 rons por pace v| [ Search Clear
 rop -
AP MAC Name LigoLAC IP1 LigoLAC IP2 LigoLAC IP3 Wian Radio Location
() W14:c1:92:78:08:08
EL Function-echat
(] @oo: eedciec
[ o cets
[ o coie?
[ o c1hd Andy Demo Andy Andy Test
[ @oo: 20:00 Test testt test
(] a0
[ So0: 12:89
) o 0c:9a Test test test
) o 0945 customer test! customer testl test
] @00 09:eb customer test customer test test il
(] oo d:00:00
[ @oo: 11 test test
(] oo
[ @oo: :02:54
[ SR 78:e8 Test test test =T
[ @oo: 78:51
(] ®00:19:3b:eb:e5:0b henry henty
O ®oo: FE Function GUest Guestol 218 ISR T
[ @go: testt test testt
] @00:19:30:02:8d:a3 2l Function-Wechat lan test Il

Selectall | [~ ove To———

Del AP Batchly Canfigure Add AP Add Group Export As Excel

® After all the policies are created , select APs to configure by option AP - Basic

Setup

AP LOCATION

STATUS DEVICE POLICY RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT
Basic Setup

Name | ‘

MAC [14:ef182:66:00100 |

Location --select— ¥

‘Wilan/LAN Policy Name IT defaultwlan_lan_name ”'I'.se\ectw\an_lan_name
11 Function-wechat
am-12 L
Andy
chenjun_wechat
custamer test

Radio Policy [petautt Radio Folicy |[Belest Radia Folicy
pat:3
2488
ah-12Radio -
Andy Test
henry

LigoL AC Pt L

LigoL AC IP2 L 1

LigoLAC IP3 L

Scan lllegal AP
Scan Interval

o

3800 Seconds

Wilan Error Scan Interval

Scan Interval l:lmmutes iPlease enter a valid ngmber,does nat alaow nulls)
cLow

A. AP name

B. AP MAC address

~

C. Assign three LACs to AP, LAC1 is primary and LAC2 is secondary
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D. Set WLAN policy
E. Set Radio policy
® Click “Save” to finish AP template setup. Return to the previous menu. The SSID

of WLAN template will be broadcasted
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2. Chapter 2
General Application and Major

Achievable Functions

2.1. General Network Topology Descriptions

2.1.1. Headquarter-and-Branch Topology:

VAC/WAC
Headquarters
A= A AddmaRa
LAC
Branch A Branch B LAC
Internet |
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2.1.2. SMB Topology:

i ‘
F g
t i
il > =z
P
Vi
A\

FTP Server

I!. Internet
=3

DSLAM

LM \

R RN ey

Y 7,

" A 27

Ve X "l
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| . ‘
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2.2. Cloud Access can be achieved

2.2.1. LAC can be managed cross-internet

Case study on headquarter-and-branch topology (2.1.1), verify the cross-internet

functionality of LAC.

2.2.1.1. Pre-Setup and Test Steps

® Connect LAC and VAC crossing NAT network
® Ensure the accessibility between LAC and VAC
® Setcloud VAC address in LAC initial configuration. The initial configuration of

LAC is as follows:
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<>
<>

s %

Connect a PC to the LAC’s serial port
The default management address of the LACport0/1 is 192.168.100.169. It can be
changed through CLI
Username is “admin” and password is “admin0.1”
Set the LAC IP and Control Server IP via the serial port. Baud rate is 9600
Delete all IP by command: delete ip all
LigoWave@[124.205.91.180]: delete ip all
Delete all routes by command: delete route all
LigoWawve@[124.205.91.180]: delete route all
Add IP and route for Port0/1 (Control and management port) by the following

commands:

Example for adding port IP:

Add

ip 0/1 192.168.100.20 255.255.255.0 control on admin on

Example for adding default route:

Add

route 0.0.0.0 0.0.0.0 192.168.100.1

LigoWawe@[124.205.91.180]: add 0/1 192.162.100.20 255.255.255.0 control on admin on

R

2.2

LigoWave@[124.205.91.180]: add route 0.0.0.0 0.0.0.0 182.168.100.1

Set IP address of the VAC for the LAC by command: set controlserverx.x.x.x

LigoWave@[124.205.91.180]: set controlserver 192.1638.100.21

Hint: The above commands configure the VAC IP for the LAC connection;
Save the configuration and reboot by the following commands:
To save the configuration: save main

To reboot: reboot(y=yes n=no)

.1.2. Expected Results

The LAC is successfully registered and get online to the VAC
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2.2.2. AP can be managed cross-internet

2.2.2.1. Pre-Setup and Test Steps

® Case study on headquater-and-branch topology(2.1.1), verify the cross-internet
functionality of AP

® Connect the AP and the LAC, VAC WAC crossing NAT network

® Ensure accessibility between the AP and the LAC, VAC/VWAC

® Set the cloud VAC address in the AP initial configuration, The initial
configuration of AP is as follows :

<~ When the AP is powered up it will by default broadcast the SSID "Ligo_mac", as

shown below:
Ligo_00:19:3b:eb:ba:03 :.1'!

<> Connect your laptop to the SSID and manage the AP through SSH(use SSH

software like Xshell), the management ip is 192.168.2.66, as shown below:

Kshell:%>»> ssh 1%32.168.2. -EvEI

< Follow the prompts to enter username: admin and password: admin01. After login
successfully, type "shell" at the command line and press enter, use the following
command to specify the remote VAC/WAC IP(for example:192.168.100.21)
address for the AP:

# wtpconf set cs 1'92.145:5:.10':!.21.

<> Have the AP connected to the network after the completion of the above steps

2.2.2.2. Expected Results

® Management SSID (Ligo_mac) of the AP disappeared. The AP is successfully
registered on WAC/VAC
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FREREHRIRTLE RIS aﬂl]ﬂ“
Ligo_00:19:3b:ec:82:b0
FRERZEHHIRTTLE P aﬂﬂﬂn
CHCC-AUTO

! pRmenEemE or sl

Before registration

® The AP is successfully registered

wireless_21

FREFEEHRIRITTE RS anDUU
Ligo
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CHECC-AUTO

! pRmenEemE or) sl

After registration

2.3. Virtualization can be achieved

2.3.1. Multiple independent manage virtual networks

can be created

2.3.1.1. Pre-Setup and Test Steps

® APs are all under the VAC/WAC control, multiple independent manage private

networks can be created

® Create 2 independent networks on the same AP(up to 6 can be created), each

network has a different SSID, is managed independently

® Create VSLAN interface in LAC/WAC:“Device-Ports-VSLAN - Add”

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL
—
Basic Setup DNS Server D P Route Policy Route 0SPF DHCP.

AN
Device Q 172.16.250.245
172.16.250.245
QW 72116250745
- g Defalt VSLAN
| T210.250. 246 -

me Member
17216250 247 USLAN 1

ADMIN MAINTAIN LOGS LOGOUT

ShMP STA Semver Date & Tirme

STP Status Status

Add '
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LigoWave
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DME Server Pors IP Foute Faolicy Route QO5PF DHCP ShIMP STA Server Date & Time
DHCP Setu Device @y 172.16.250.245
p 172.16.250.245
o 172.16.250.245
= g Defadlt D 8 {1-995)
‘1?2 16.250.246
apl72.16.250.247 Name VSLAK &
STP Status
Status i

® Set VSLAN ID (from 1 to 999); uncheck “STP Status™; click “Save”. Now the

VPN channel is created

® Click “Add” under “IP setup”; select VSLAN interface and set IP address

STATUS | DEVICE | AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN WAINTAIN LOGS LOGOUT
-
Basit Setup DNS Server Ports Route Pulicy Route 08FF DHCP SNMP STA Server Date &Time
4
Device @ 172.16.250.245
IP SEtup 172.16.250.245
@ 17216260 248
Defanlt Interface Interface IP Type P Mask Channel
%W SlotPort 01 STATIC 172.16.250.245/255.255.255.0 «
17216250247
..
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DME Server Parts 1P Route Folicy Route QSPF DHCP SHMP STA Server Date &Time
IP Device Wy, 172.16.250.245
172.16.250.245
‘1 72.16.250.245
2 .ngefauH Interface VSLAN 8 v
‘1 72.16.250.246
‘1?2 16.250.247
Interface IP Type STATIC ¥
IP Address/Subnet Mask 192,165 4.1 | 295.255.255.0 (f24) v
Management Channel Ay
Management Rights \
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STATUS

A LOCATION  POLIY  RIGHTS SECURITY. PORTAL
wsfiosup | ONsSsr | Pom | P | Rous | PolyRous | OSPF C] stane
Device @ 17216250245 \
17216250245
DHCP Senver

@ 7ITE IS0 4G
@ TITETSI T

DHCP Domain  StaticIP

O day 1 how
o -

day 0 hour

Defautt L&
Max Lease Time

DHCP Solup

Canfigure the monitoring nerface for DHCP Service
Interiace.

SlatFon

BlatFo 072

SlatiPor 073

Slatort 074

SiotPon 05

SlatiFor 08

0 minutes

0 minutes

STA Sarver

LoGoUT

Staft DHCP Serce.
DHCF senice 15 lumed off

Enable

Tl

Click “Add” under “DHCP Domain” to create DHCP domain; set relevant

information, then click “Save”

STATUS DEVICE ap LOCATION POLICY RIGHTS

SECURITY PORTAL MAINTAIN LOGS LOGOUT
Basic@elup | DNSSemer | Pots P Roule | PoliyRoule | OSPF || DHCE STASenver | Date&Time
DHCP Setu Device @ 17216250245
p 172.16.250.245
@ 7216250745
= Default IP Address 192.166.4.0
a1 7216.250.205
@ !7216.250.287 Subnet Mask 255, 255. 7550 (/24)
Gateway 192 168. 4.1
DNS Server 192 168.4.1
DNS Server 202, 108, 250. 33
Domain Name Legal character of etters, numbers, 3 suports 2 length of 0-53
IP Range 192, 168. 4.2

192 1684 2-192 168 4 260

>>Advanced option

-| 192, 168. 4. 250 Add

™~

Return to DHCP Server, click “Start DHCP Service”, then LAC/WAC will start to

allocate addresses for STAs

STATUS DEViCE AP LOCATION  POLICY  RIGHTS  SECURTY  PORTAL ADMIN MAINTAIN LoGouT
Basic Setup DNS Server Ports P Route Policy Route 0SPF DHCP SNMP STA Server Date &Time
Device @ 17216250245
DHCP Setup 172.16.250.245
@ 17216350245
"o Defautt DHCP Server
7216250248
7216250247
DHCP Server DHCP Domain  Static IP
Default Lease Time 0 lay |1 hour |0 minutes
Max Lease Time 1 lday [0 mouwr [0 minutes
DHCP Setup
Start DHCP Senice
DHCP senice is tumed off

Configure the monitoring interface for DHCP Service. \
Interface. [ Mask Enable
SlaPort 0/1 172.16.250. 145255 256 265.0
SlotPort 0/2
SlotPort 073
SlotFort 0/4
SlotFort 0/5
SlotPort 0/6
VELAN § 192.168.4.1/255 2553550 2
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® Create WLAN policy, Portal policy and Authentication policy for AP by

“POLICY- Virtualization”

® Create SSID encryption scheme by “WLAN - Security - Add”

STATUS DEVICE AP LOCATION I POLICY I RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LoGOUT
>
IIHHHHI Radis | AccesscContiol | AR Update
hat
(>IVSLAN
(> Portal B
= Security
e
7 Authentication Policy Name AN Encryption
- test open
1 wpa pskiwpaz psk
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Wirtualization Radio Access Contral AP Update

(#/VSLAN
(> Portal B
- Security
(= Authentication Name e Please enter the valugs between 1 and 30 character(llegal character: 1§%2 0 ~+=<==[l;;, 2#@E VI )

Encryption wpa-psl/wpaZ-psk v

Encryption tkiptaes ¥

Key 88655858 allow length 8~31

~

® Return to WLAN, and add WLAN policy;

STATUS DEVICE AP LOCATION | POLICY | RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LoGouT
| Virtualization | Radio Access Control AP Undate i
(3)VSLAN b
(> Portal
— WLANLAN
(= Authentication \ Hane ESSID --Forwarding Mode— v
Name ESSID Security Defautt Forwarding Mode
test test test no Local Forward:Bridge
STATUS DEVICE ap LOCATION poLIcY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
wirlualization Radio Access Control AP Update
(> VSLAN
(> Portal
= WLANILAN
(> Authentication Policy Type WLAN ¥
Name e FPlegge enter the values between 1 and 30 character(lllegal character1§ % () ~+<==[l; 2H#@EV]{} )
ESSID Ik Pleage enter the values hetween 1 and 31 character
Security Policy v
User Limit 0 (Each AP to allow fhe maximum number of users access the ESSID,0 means no limit)
Hidden @ ShowEssid Hide Essid
Radio Freq ® 240 56
Forwarding Mode Local Forward Bridge ¥
YLANID 0 (0-4996, 0 means not sef)
BYPASS
Default @ no Ves

™~

Select security policy and data forward mode (center/ local forward) in WLAN

policy;
Click “Add” under “Portal policy” to create default PORTAL. Default will remain

until it is modified:;
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AP

LOCATION |p0u0«| RIGHTS

SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Access Control AP Update T
=
Name URL
() rittp:i172.16.250. 24572dmin_Diportalveebiindex. pin
e
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Wirlualization Radio Access Control AP Update
(3 VSLAN
Name e Please enterthe values between 1 and 30 chargcterdliegal character 5% Q+<==[l;, 7R@E VL )
(= WLANLAN http://172. 16. 250, 245/ adnin_Ofportalweb/index. php
icati PORTAL
(@ Authentication Portal Service Mode | centralized ¥
Params List —-Flease Select One parameter—— ¥ Alias l:l D

~N

® Click “Add” under “Authentication policy” to create Authentication policy. The

default local authentication is System Authentication Policy;

STATUS DEVICE AP LOCATION |F‘0LICY | RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
| Yirlualization | Radio Access Control AP Update
(#VSLAN ha
(> Portal —
Authentication Policies
(> WLANLAN
Authenticstion Po | Authestication 54
\ Authentication Policy Authentication Service
System Authentication Policy Builtin
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
wirualization Radio Actess Control AP Update
@vsLan Systen huthentization Fal Pl fter the values between 1 and 30 charactertlienal character §3%#50—<>=ll; 2#@AVT0.)
@rorta Name ysten Authentization Folicy ease enter the values between 1 and 30 character(lilegal character =l @
(> WLANLAN ¥ Make this the preferred Authentication Palicy for new Connection Profiles
Authentication Services
Service Service Type

NT Dornain Logons - Kerberos

NT Domain Logons - Kerheros (Typically Windows 2000 orWindows %P clients)

NT Domain Logons - NTLM

NT Domain Logons - NTLM (Typically Windows 88 or Windows NT clients)

802.1x Logons.

802.1x/ RADIUS Layer 3 IP Access

Built-in

Builtin |

local default

® You can also create a new authentication service which using external RADIUS

authentication server;

STATUS DEVICE AP

LOCATION |p()L|CV| RIGHTS

SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Virtualization Radio Arcess Contral AP Update
(3 VSLAN o
(= Portal

Ewmmmn
<

huthentication Se

Authel ion Services

Lo ] ™S

Authentication Service

Built-in
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
wirtualization Radio Access Conirol AP Update

@VvsLaN Auth Type RAIUS v

() Portal

() WLANLAN Name [ |
Server [ |
Port 1812
Secret

Confirm Secret
Group Identity Field
Reauthentication Field

Timeout
(Seconds )

Save Cancel

|Sessiun-Timequ

Enable RADIUE Accounting (RFC-2BEE) on port [1813
Enahle RADIUS CoA on port -3799
Enafile Dream Cod on port

® Click “Add” under “VSLAN policy” to create VSLAN policy; then select the

corresponding WLAN policy, Portal policy, Authentication policy to bind all the

policies under the VSLAN policy; you can enable user isolation; make sure that

the Network ID matches to the VSLAN ID you created,; click “Save”.

STATUS DEVICE AP LOCATION | POLICY | RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
| Wirtualization | Radio Access Control AP Update \
-
@Fortal Fetwork 1D Nane WLan/LKH Eolic -
£ v War | Authentication Fortal S m
EwLanLa _seann_|
() Authentication Network ID Name WianiLAN Policy Name Authentication Portal
2 test test System Authentication Policy test
i =
Add
STATUS DEVICE ap LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
virualization Radio Aceess Control AP Update
(= Portal
(= WLANLAN Name Kk Please entar the whilues between 1 and 30 characteriiegal eharacter 159 0~ <-=|;, PR@E& V). )
(») Authentication
. Network ID 8

WIaniLAN Policy Name

[T defaultwlan_lan_name | T.selectwian_lan_name

Kk

User

Authentication Service Mode

Authentication

Portal

centralized ¥
System Authentication Policy ¥

v

User IP Unique

Forwarding Mode

User Isolation

Description

Save Cancel

™~

® Select AP in AP module, and then set LAC, Location, WLAN policy, Radio

policy, etc. Here you can add 6 WLAN policies simultaneously to create multiple
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independent manage networks, in this case we create 2

STATUS DEVICE | s | LOCATION pPoLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
| M|
Basic Setup T
e e 5 vore g e v
£ rop -
AP MAC Name LACIP1 LAC IP2 LAC IP3 w
(] @00:19:3b:F:c8:13
(] S#00:19:3b:MT:6c:5¢
(] 00:19:3bzec:d6:00 test 17216250345 te
[ ] ©00:19:3biec:82:h0
7 Bo0:19:30eb:ba03 | \
””” Move To-———— v ‘ Del AP Batchly | I Canfigure ‘|| Add AP ‘ ‘ Add Group ‘ ‘ Export As Excel
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup
Name kk
MAC 00:19:3b: eb:ba 03
Pseudo MAC 00:00:00:00:00:00
Location ——zelect— A
Wian/LAN Policy Name [T defaultwlan_lan_name |[T selectwian_lan_name
Kk
test
Radio Policy [Default Radio Policy |[Eelect Radio Falicy
test
LACIP1 I
LAC IP2
LACIP3
Scan llegal AP
Open scan sta Laoww Accuracy High Accuracy Prohe
Scan Interval SE00 Secands
Report equipment status information
Wian Error Scan Interval
Scan Interval 1] tminutes (Please entar a valid nurgber,does not aloow nulls)
cLOUD Super Adnin ¥

2.3.1.2.

Expected Results

N

® 2 SSID signals are broadcasted from the specified AP. Admin can make custom
VSLAN channels and policies and use them to create virtual WLANSs which can

managed independently.
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2.3.2. Authentication Policy and Portal Policy for each

network can be set independently

2.3.2.1. Pre-Setup and Test Steps

® Create VSLAN interface and DHCP domain
® (Create default PORTAL by “POLICY - Portal”

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Virtualization Radio Access Cantral AP Update
(3 VSLAN
Name Please enter the values between 1 and 30 character(lllegal character % () ~+ === 23@E I} )
(3 WLANLAN Ttip: /172, 16. 250. 245/ admin_0/por talweb/index. php
(> Authentication PORTAL

Fortal Service Mode | centralized ¥

Params List —-Fleaze Select One pavameter—— ¥ Alias l:| +
Save Cancel

® Select “Authentication policy” under “Policy”

STATUS DEVICE AP LOCATION poLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Wirualization Radio Access Gontrol AP Updte
(3 VSLAN
(3 Portal A
- Authentication Pulicies
(3 WLANLAN

Authentication Po| | Authentication Se | Sgarch Clear

Authentication Policy Authentication Service
System Authentication Policy Built-in

Add

® Set Authentication and PortalService Mode accordingly in VSLAN policy based
on specified WLAN policy;

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LoGouT

Virtualization Radio Access Control AP Update
(> Portal
[/ WLANLAN Name e Pleage enter the values between 1 and 30 character(llegal character | %A Qo+ === 2E@E V]I )
(> Authentication
- Network ID 8
WianiLAN Policy Name [T.defaultwian_lan_name |[T selectwlan_lan_name
Kk
uu
User Authentication
Authentication Service Mode centralized ¥
Authentication System Authentieation Policy ¥
Portal K v

User IP Unique
Forwarding Mode
User Isolation

Description

Save Cancal

40/79



(Osovae

2.3.2.2. Expected Results

® Different WLAN policy can be allocated to different AP. By creating multiple
VSLAN, and applying different Portal policy and Authentication policy to each
VSLAN, as well as binding of different WLAN policy, Authentication policy and

Portal policy for each network can be specified.

2.3.3. RF Management can be achieved

2.3.3.1. Pre-Setup and Test Steps

® Add Radio policy by “POLICY - Radio”

STATUS DEVICE ap LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS. LOGOUT

Virtualization Access Control AP Update -~
o

Radio RF Channel Tx Power Antenna Hags RsSI
test 3 Ddbm(1 ) Open 0 -100
Add
-
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Virualization Radio Access Contral AP Update
Name Ik Please enter the values between 1 and 30 character(llegal character 1% 0~+<==|\ @& V{1 )
Mode 802, 11bgtn T
Htmode Hrzo v
RF Channel SO
T« Power Odbm (ime) M
Antenna Open. ¥
RSSI{dBm) -100 Flease enter the valugs hetween -100 and -50
N

® Set radio Name, working Mode, RF channel, Tx Power and Antenna. Save the

Radio policy.

2.3.3.2. Expected Results

® Return to AP module and assign the Radio policy to the AP. The Radio policy

applies successfully.
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup
Name Ik
MAC 00:19:3b: eb:ba:03
Pseudo MAC 00:00:00:00:00:00
Location —-select— ¥
Wian/LAN Policy Name rT defaultwlan_lan_name ”T selectwlan_lan_name
test kk
uu
Radio Policy Default Radio Palicy |[5etect Radia Palicy
test Kk

LACIP1 \
LACIP2

LACIP3

Scan llegal AP

Open scan sta Loww Accuracy High Accuracy Fraobe
Scan Interval 3600 Seconds

Report equipment status information

WIlan Error Scan Interval

Scan Interval 0 minutes (Flease enter avalid number,does not aloow nulls)
CLOUD Super Admin ¥

2.4. Dynamic VPN

2.4.1. Pre-Setup and Test Steps

® Create VSLAN interface by “Device - Ports”; set IP address under IP module; set
DHCP domain under DHCP module

® Create all WLAN policies and apply them to the corresponding VSLAN; then
apply WLAN templates to corresponding AP, which will broadcast SSID

2.4.2. Expected Results

® Using a portable AP and LAC/WAC to create a VPN. As long as the network
server is reachable through IP route, we can access the network resources through
the VPN without complicated VPN configuration by having an AP connected to

internet.
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Basic Examples and Configuration Process

3.1. Centralized forwarding mode in a single WAC

topology

3.1.1. Network Topology

Internet
Internal Network /
Gateway:
192.168.1.1

Port 0/1 IP:
192.168.1. 2

Port 0/2 IP:192.168.3.1
Enable DHCP Server:
192.168. 3. 0, gatway—

192.168.3.1

M

Layer 2 Switch

AP1: 192.168.3.X

b 192.168.4.X $ 192.168.4.Y
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3.1.2. Configuration Steps

3.1.2.1. Configure management and access control port

Connect your PC to port 0/1 of the WAC (port0/1 is the default management and
access control port), only one control port can be set up, log in the WAC management
interface via default IP address 192.168.100.168 (IP of the PC must match the subnet)
® By option DEVICE - Ports - Interface, enable port 0/2and set it to uplink interface,

click “Save”

WI'IDSIP LOCATION ~ POLKY  RIGHTS  SECURIY  PORTAL  ADMM  MANTAN  L0GS  LOGOUT

BasicGehyp  DNG Sener E P Roue  PoieyRowe  OSPF DHCP SNWP  ETASewer  DafeTime

AN
Deiice @ i
1116812
PG
el eface
Hae Hide My TRUNE TivE im BP sius
SiotFot Route Mode X pir 1 X v /
SitFot 2 X X v /
A X X v 7

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGoUT

Basic Setup DNE Server Paorts P Route Palicy Route O8PF DHCP SNMP STA Berver Date & Time

Device Q 192.168.100.168
192168100168

192.168.700.768
&y Defaull

Name SlovPort 072
MAC 00:e0:4c: 14: 18: o
Pseudo MAC

00:00:00:00:00:00 (You can set '00:00:00:00:00:00't0 delete pseudo mac)
mTu

1500 (Please entar the 68-1500 values)
Port Connection Type Autoselect
TYPE Uplink
Bt « Both YLAN 1D

Alloewr YLAN 1D (0-4085 English comma separated)

Mode Route Mode ¥
VSLAN 1 (1-999)
BYIP -
STATUS v \

® By option DEVICE - IP, click “Add” to set the port0/2 IP to 192.168.3.1, enable

“Management Rights” and click “Save”

STATUS DEVICE ap LOCATION poLicy RIGHTS SECURITY' PORTAL ADMIN MAINTAIN LOGS LoGouT

Basic Setup DNS Sever | Ports Route Policy Route 0sPF DHCP SNMP STASewer | Date &Time
Device @, 192.168.100.168
192.168.1.2
92168 00768
SeruT Interface Interface IP Type 1P Address/Subnet Mask Management Channel Management Rights
S SlotPortoit STATIC 192.168.1.2/255.255.255.0 v 4
SlobPort 012 STATIC 192.168.3.1/255.265.255.0 x 4

S

Add
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DME Server Parts IP Raute Paolicy Route 08PF DHCP SMHMP 8TA Server Date & Time
Device % 192.168.100.168
192.168.1.2
@1 92 168,100,168
Y Default Interface Slot/Fort 02 ¥
Interface IP Type STATIC ¥
IP Address/Subnet Mask 192 168.3.1 I255 255 255.0 (f24) v
Management Channel A \
| Management Rights 4 |

™~

® Re-login the WAC management interface through port0/2 (IP of the PC must
match the subnet). By option DEVICE- IP, change the IP of port 0/1 to a intranet

IP so that the WAC can access the internet, such as 192.168.1.2, click “Save”

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT

Basic Setup DHS Serer Parts IP Route Falicy Route O5PF DHCP SMMP STA Server Date & Time
Device 192.168.100.168
192168.1.2
@192158100158
§ Drefault Interface Slot/Fort 071 ¥
Interface IP Type STATIC v

IP Address/Subnet Mask 192 168. 1.2 i 255.255.255.0 (fza) v

Management Channel v \
Management Rights v \

Save Cancel

® Connect the WAC to your internal network through port 0/1 and connected a
switch to port 0/2 of the WAC, after that we can manage the WAC by connect a

PC to your internal network or the switch connected to port 0/2

3.1.2.2. Configure Route and DNS

® By option DEVICE - Route, add the destination routing, all the destination IP will
be directed to internal network gateway 192.168.1.1
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DNS SM Pors P Palicy Route QOSPF DHCP SNMP STA Server Date & Time
Device \ % 192.168.100.168
192.168.1.2
@ 192168100168 -
5 Deraui Destination/Subnet mask Gateway
There are no rows to display.
Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DMNES Server Ports IP Route Folicy Route QSPF DHCP SHMP STA Server Date & Time
Device % 192.168.100.168
192.168.1.2
o 1 92.T6E.T00.168
=Y Default Destination/Subnet mask 0.0.0.0 Moooo ¢m v
Gateway 192, 188.1.1
Routing Metric 1 {Please enter the values hetween 0 and 65535)

® By option DEVICE - DNS Server, configure the Primary and secondary DNS as

the same as the internal network DNS

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Seh DME Server Ports 1P Route Policy Route QSPF DHCP SHMP STA Server Date & Time
Device @ 192.168.100.168
192168.1.2
@192.158 100168
& 192.168.1.2
& Default
Primary DNS 192.188. 1. 1]
Secondary DNS 8.8.8.8

Save

3.1.2.3. Configure VSLAN Interface

® By option DEVICE - Ports, add a VSLAN interface(This interface is used for

wireless clients authentication and assigning IP to clients in the centralized

forwarding mode), for example VSLANS, click “Save”
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
—
Basic Setup CMS Server | Ports ! 1P Route Policy Route OSPF DHCP SHMP STA Server Date & Time
Device ) 192.168.100.168
Interface Setup 192108100
192.168.100.168 v
oy 192166.12 | VSLAN
gy Default Name —= Member STP Status
WELAN 1 »®
Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DS Server Parts IP Route Falicy Route 08PF DHCP SMNMP 8TA Server Date & Time
DHCP Setu Device 192.168.100.168
p Q 1921681
182 168.100.168
g 19216812 D & (1-035)
‘SLD efault
Name VELAN &
STP Status
Status 72}

~

® By option DEVICE - IP, add the new IP 192.168.4.1 for VSLAN 8, as shown

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup oM Ports Route Policy Route OSPF DHCP SMMP STA Server Date & Time
Device Q 192.168.100.168
IP SEtup 192168.1.2
‘192 T6E 100168
10716813 Interface Interface IP Type 1P Addr et Mask cl
it SiobPort 01 STATIC 1921681 2255 255 255 0 o
&Default
SlatPort 072 STATIC 102.168.2.1i255.255.255.0 x
——#
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DNS Server Ports IF Route Policy Route OSPF DHCP ShMP STA Server Date & Time
IP Device @y, 192.168.100.168
182.168.1.2
o 1 92.168.100.168
oy 19216812 Interface VSLAN & v
iy Default
Interface IP Type STATIC ¥
IP Address/Subnet Mask 192 163.4.1 i 255.255.255.0 (fz4) v
Management Channel &

Management Rights
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3.1.2.4. Configure DHCP Service

® By option DEVICE - DHCP - DHCP Server, enable port0/2 and VSLAN 8 for the

DHCP service monitoring interface and click “Save”

STATUS DEVICE| AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LoGouT

Basiosen | DNS SR Pots | P | Ao | rolRose | ospr | onor || oM | sTSener | DeleaTime
h

DHCP Setup Device @ 200150
I AL L a—

CgieEieeiz DHCP Server

B L a—

DHCP Server DHCP Domain Static 1P

Default Lease Time 0 day |t hour |0 minutes

Max Lease Time 1 lday [0 hour |0 minutes

DHCP Setup

Start DHCP Service

DHGF service is umed off

Configure the monitoring interface for DHCP Service

Interface P Enable
SlotPort 01 102.158.1.2/265.255 265.0

T 31168311255 235 2550 7]
SlotPor 073 L.
SlotPort 0/4 S~

slotiPort 0/5
SlotiPort 0/6
vaLAN 1

VELAN § 921664 11255 255 2650 ]

T~

® By option DEVICE - DHCP - DHCP Server - DHCP Domain, add the IP address
pool for port 0/2 and VSLAN 8, as shown below

STATUS I DEVICE I AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT

Basic Setup DNS_Sh Foris P Route Paolicy Route QSPF DHCP SHMP STA Server Date & Time

DHCP Setup oo @ e
AL AN
BT —

/ Static IP

IP Address -\ Subnet Mask

There are no rows to display.

DHCP Server

STATUS  pevice AP LOCATION  POLICY  RIGHTS  SECURITY  PORTAL  ADMIN  MAINTAN  LOGS  LOGOUT
BasicSstup | DNGSewer | Fots | P Roue | PolioyRoue | OSPF || DHOP | SNMP | STASener | Date&Time
DHCP Setu Device 192.168.100.168
P Qw 1581

& 192168100168

19210812 IP Address 182 185.3.0

@ Defaut
Subnet Mask BB P55 2550 (f24) v
Gateway 192,188.3.1
DNS Server 192,188, 1.1
DNS Server 192,168.3.1
Domain Name Legal character of [etiers numpers i) suppor & lenath of 0-63
1P Range 192, 166.3.2 --| 192 168.3 254 Add
192.168.3.2-192.168.3.254 \
>>Advanced option

Save Cancel
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DNS Server Ports P Route Policy Route OSPF DHCP SNMP STA Server Date &Time
Device § 192.168.100.168
@192.1 68.100.168
oy 19218812 1P Address 192.168.4.0
kY Default

Subnet Mask

255 255 255.01 (/24)

v

Gateway 192.168.4.1
DNS Server 192.168.1.1
DNS Server 192,165 4.1
Domain Name

IP Range 192, 166.4.2

Legal character of letters,nurmbers, (3 supports a len

h of 0-63

-~ 192.168.4.25¢ Add

102 168.4.2-102 168 4 254

>>Advanced option

Save Cancel

g

® Click “Save” and return to the DHCP server option, enable DHCP service by

click the button “Start DHCP Service”

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup CMS Server Ports 1P Route Policy Route OSPF DHCP ShMP STA Server Date & Time
Device @ 192.168.100.168
192.168.1.2
oy 192768.700.768
&1921581 2 DHCP Server
gy Default
DHCP Server DHCP Domain Static IP
Default Lease Time 0 day ! hour |0 minutes
Max Lease Time 1 day 0 hour |0 minutes

DHCP Setup

Configure the monitoring interface for DHCP Service

Interface

SlatPort 071

SlotPort 072

SlotPort 072

SlotPort 074

SlotPort 0/

SlotPort 0/6

WELAN 1

WELAM 8

3.1.2.5. Policy Configuration

naming all policies

like “kk”, click “Save”:
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Start DHCP Service

DHCF senice is turned off

IP Address/Subnet Mask /

192.168.1.2/255.255.255.0
192.168.3.14265.2455 2550

192.168.4.14245 255 2550

Save

Naming policies according to the actual needs, in this case we use “kk” for

By option POLICY - Virtualization - WLAN/LAN - Security, add security policy,
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STATUS DEVICE AP LOCATION I POLICY | RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
| Yirtualization | Radio Access Control AP Update
(I VSLAN Ao
[E]Amhemication\- Policy Name —
There are no rows to display.
Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Wirualization Radio Access Control AP Update
(> VSLAN
(= Portal ;
= Security
@]Amhemicaﬁon Name Ls Pleake enter the values between 1 and 30 characterilllenal character. 5%
Encryption wpa—psk/wpai-psk ¥
Encryption tliptass ¥
Key 8556855 allow length 8~31

 Sawe  Cancel

A

® By option POLICY - Virtualization - WLAN/LAN, add WLAN policy, like “kk”,

select the security policy “kk” created in last step for encryption, if your wireless

network does not require encryption you can select open, click “Save”:

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Virtualization Radio Access Control AP Update

(3 VSLAN

(> Portal

- WLAN/LAN

(=) Authentication Policy Type HLAN ¥
Name Kk lease enter the values hetween 1 and 30 charac
ESSID ke Hlease enterthe values between 1 and 31 charact
Security Policy e ¥
User Limit o (Each AP to aljow the maximurn nurber of users access the ES
Hidden ® Show Essid Hide Essid
Radio Freq ® 240G a6
Forwarding Mode Center Forwerd v

Encryption | Auto Negotiate ¥

Default ® no bR

Save Cancel

“nhhhi.

® By option PORTAL - Portal Customize - Portal List, add a new built-in portal,

named “kk”, and save:

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY | PORTAL I ADMIN MAINTAIN LOGS LoGOUT
—1
(=) Slot Description \
= Time Portal Name Portal URL
| ‘-‘\ default |.¢?\ hitp:i7192.168 1 Ziadmin_Nportalweblindex php

(> Custom
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DEVICE

Portal Customize

(=) Slot Description

(= Time:

(# Custom

AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Upload Paortal

Portal Name ke Fleafe enter the values hetween 1 and 30 characterililegal character 1% {~+

APIAddress

Token

Verification code Open &) Close

Dynamic Password Open @ Close

Save Cancel

NOTE:If verification code is needed, select open, in this case we select close

® Return to portal list and copy the url of the newly created portal which named

Ilkkll

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS. LOGOUT
Portal Gustamize Upload Portal
( Slot Description
(> Time Portal Name Verification code
[
( Custom default v

HE| nitp://192. 188, 1. 2/a 96237/ index. php (3) »
FIED®)
BELE W) . Add

® By option POLICY - Portal, add a portal policy named “kk”, paste the url which

copied in the previous step into the textbox, and save, as shown below:

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT

Wirlualization

(#)VSLAN

Radio

() Authentication

STATUS
Wirualization
(#VSLAN

(> WLANLAN
(>) Authentication

DEVICE

Radio

Access Control AP Update \

0

Name URL

There are no rows ta display.

Add
AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Access Control AP Update
Name e Flease enterthe values hetween 1 and 30 dharacter(llenal character 1§ % -+<== I 2R@E ()
[http: /7182 188 1. 2/ adnin 0/ c96eaT/index. pho
PORTAL

Portal Service Mode | centralized ¥ -
Params List --Please Select One parameter— ¥ | Alias l:l 10 \

Save Cancel

® By option POLICY - VSLAN, add a VSLAN policy named “kk”, fill in the

Network ID field with the VSLAN interface ID that enabled in the previous step.

So here enter the number 8, bind the newly created WLAN policykk and the

portal policy kk, as shown below:
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STATUS DEVICE AP LOCATION | poLICY | RIGHTS. SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Radio Access Control AP Update
[Evsin] g
gs::::ln“ Fetwork ID Hame Wlan/LaHl Policy Har | Authentication Portal
[ Authentication Network ID Name WianLAN Policy Name Authentication Portal
There are no rows to display.
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
wirtualization Radio Access Cantrol AP Update

() Portal

(= WLANLAN Name kk Fleaze enter the vafues hetween 1 and 30 character(/lle:

(=) Authentication
Network ID g
Wian/LAN Policy Name [T defaultwian_lan_name |[T.selectwlan_lan_name

ki

User
Authentication Service Mode centralized ¥
Authentication System Authentication Policy ¥
Portal kk ¥
User IP Unique o
Forwarding Mode
User Isolation a
URL Logging [ |Low Accursey ¥
Description

® By option POLICY - Radio, add a Radio policy named “kk”, and save, as shown

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
“irtualization | Radio | Access Cantral AP Update
Radio RF Channel Tx Power Antenna
There are no rows to display.
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
wirtualization Radia Access Control AP Update
Name I Flease pnter the values between 1 and 30 character(llegal character 1% = ~+ === [0 2@ V{1 )
Mode 802, 1bgtn v
Htmode Hreoo v
RF Channel 1 v
Tx Power Odbm (Lmw) v
Antenna Open ¥
RSSHdBm) ] | -100 Flease enter the values hetpreen and -4l
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3.1.2.6. Add Users

® By option RIGHTS - Users, add a user (for client authentication via portal page)

and save, as shown below

STATUS DEVICE AP LOCATION POLICY | RIGHTSl SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT

Admission Rights o
(31 ldenti Proﬁb
(3 APP LINK haN

Full Name Username MAC Bind IP Bind

There are no rows to display.

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT

Role Adrnission Rights
(! Identity Profiles Username e Please enter the values hetween 1 and 32{lllegal charac
(= APP LINK
MAC Bind \
IP Bind
ESSID Bind Please enter the values hetween 1 and 31 character
VSLAN i (DAY
Role default Role |[select Role
aroup
Password | [ Pasgword field length must be hetween 6 and 32 chara
Confirm Password [eraeees FPasgword field length must be between 6 and 32 chara

Full Name
Descriptive Mame \
Advanced option>>

3.1.2.7. Add NAT Rules

® By option SECURITY - Nat - SNAT, add NAT rules, Convert IP 192.168.3.0 and
192.168.4.0 to the WAC export IP 192.168.1.2 to ensure that the APs and the

clients can communicate with the outside through the WAC
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STATUS DEVICE AP LOCATION POLICY RIGHTS | SECURITY | PORTAL ADMIN MAINTAIN LOGS LOGOUT
Firgwiall R \
Device g 192.168.100.168
NAT 192.168.1.2
a.192.768.700.768
&192.158.1.2 | SNAT |
g Default Filters
RuleiD W Name Source Addr Dest Addr
There are no rows 1o display.
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Firewall at
Device 192.168.100.168
QT 8216812
&1 9216812
gy Defaull S
Rule ID 1 Rule 1D valld range:1-10000
Name snat_rule | Please enfer the values between 1 and 20 character{lllegal character1$%
source(ip/mask) 192, 168.3.0 I255 255 255 0 (/24) v
dest(ip/mask) 0.0.0.0 o.n.0.0 G "
Service Ary v
protocol 0 (0-255,0A0F
source port 0 --| E5535
dest port i} —| pEE3s
Address Translation by _route v
Enable ||
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Firewall at
NAT Device 192.168.100.168
182.168.1.2
@ 192.168100.168
&1 9216812
g Dfaull S
Rule ID ] Rule ID valid rangef1-10000
Hame snat_rule_ 2 FPlease enter the vqlues hebween 1 and 30 characterllllegal character 15%"*(
source(ipimask) 192 168, 4.0 !|ess.255 2550 (24 v
dest{ip/mask} 0.0.0.0 fooo.o vo) v
Service Any v
protocol 0 (0-255,0Any)
source port 0 --| B5535
dest port i} --| BS535
Address Translation by_route v
Enable &)
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3.1.2.8.

Have APs on-line and make the configuration

® Connect the AP to the switch which under port 0/2 of the WAC, the AP will get
on-line to the WAC in 1-2 minutes, you will see the AP get on-line to WAC by
option STATUS-AP, and the AP can obtain an IP of 192.168.3.0 assigned by

port 0/2, as shown below:

we  DGWE AP LOGNION  POUCY  MGNTS  SCOURTY  PORTAL  RDWN  WAWTAN  L0GS  LOGouT
oveniew | Clent Dee legei 2
75 it il e Ve e e swinv] [ sean "
e
w12 % rop
w S—— ame Pubic 0 Chem i s A€ o Hordman Vors = st
V. o0mine ise i
| @ 0 . o I -
*on B o

® By option AP-Basic Setup, Press the on-line AP MAC address to configure it, you
can name it and bind it up with WLAN/Radio policies and so on, in this case bind
the WLAN policy kk and Radio policy kk created above, click “Save”, as shown

below:

SECURITY PORTAL ADMIN MAINTAIN LOGS LoGOUT

STATUS DEVICE LOCATION  POLICY  RIGHTS
Basic Setup \

& rop -
aD Ma Name LigoLAC IP1 LigoLAC IP2 LigoLAC IP3 Wian Radio Location
@r00:19:3b:eb:ba:03 \
@00:10:3b:00:c3:66
Selectall | [|———Move To—— |__pelsranny | | Configure | [_aaare | [soacroun| [ Emoras Bgel
STATUS DEVICE AP LOCATION PoLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup
Name e
MAC O0:18:3b: ab:bat03
Pseudo MAC 00:00:00:00:00:00
Location ——s=lect— v

Wian/LAN Policy Name

Radio Policy

LigoLAC IP1
LigoLAC IP2
LigoLAC IP3

Scan llegal AP
Open scan sta

Scan Interval

Report equipment status information

‘Wian Error Scan Interval
Scan Interval

CcLouD

Save Cancel

fT.default wian_lan_name |[T.selectwlan_lan_name

kk

Default Radio Palicy |[select Radio Palicy

kk

T~

Low ACCUFACY High Accuracy Prabe
3600 Seconds
o rminutes (Please enter a valid number,does not aloow nulls)

Super Admin ¥
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3.1.2.9. Save System Configuration

® By option MAINTAIN - Save Configuration, click “Save” to save the current

system configuration, as shown below:

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT

Software Setup Save Configuration ShutdowniRestart Software Update AP Version License Device Analysis

Save
i i Device 192.168.1.2
Configuration Q19210612
‘192 168,100,168 Options
&192 168.1.2 -
g DeuR  Save System Configuration ‘
Export System Profile [ Esportconfigs || EwportDatabase |
Import System Profile
port Syst Upload file
Import Configs | ‘ Import Database |
Reset to manufacture setting

® The AP will broadcast a SSID namekk within 1 minute, connect your laptop to
the SSID, the wireless network card obtains an IP address of 192.168.4.0 segment,

as shown below

RS TEEs . () ™ = ;
HEEEE: o -
PIEEEFAREE )
F== kk 2
M B =] Internet i5(8]
EEEER s B
it D-Link D¥A-160 Xtreme N Dual E $5240 VPN ~
PIB A 00-24-01-0C-EF-TD |
M DHE & e > |
Pwd i 192.168.4.2 3
Pvd FRUED 255, 255. 255. 0 s .
{SHR£9AR 8] 20145 TH2H 14:00:09 =
£ A 8] 20145 TH2R 16:11:37 kk gsE
Pvd BRIARIE 192.168.4.1 ;
Pv4 DHCP RS 192.168.4.1 Guest o
Pvd NS RER 192.168.1.1
IPv4 WINS PRS2 Function qﬂﬂ =
E25H NetBI0S ove... &
- IPv HHE  £e80::ccll:T450:4baT:Te39%13 | CMCC-AUTO Rl
IPve BRARIR ?
| | IPv6 DNS RRESR ¥ tmcc el ||
| < | (17 | L . da
FITTMEAIEE R
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3.1.2.10. Get permission to access internet through

portal-based authentication

® Enter a URL to visit in your browser, like www.baidu.com, you can see the URL

redirected to the portal page URL, as shown below

|/ © LigoWave WLAN WEB © x (E=2Faf ]
C' | [} 192.168.1.2/admin_0/3e8a8¢c/index.php?wlanacip=192.168.1.2&wlanacname=kk&wlanuserip=224.151.0.0&vslanusermac=0024010cef7d&vsla fa ¥ 2

LigoWave | Common Problem | Feedback Problem

A Please Logon on

Language |English v

Please log on

* More WLAN wonderful,please visit LigoWave website for details.

http: /fwnw. ligowave. com

Copyright © Ligoflave inc..-All Rights Reserved

® Fill in the authentication information(the user name and password added in above
steps), successfully passed authentication and the client can access internet, as

shown below:

© LigoWave WLAN WEB © x '\ l= P
<« C | [1 192.168.1.2/admin_0/3e8a8c/www/logout.php?wlanacip=192.168.1.2&wlanacname=kk&wlanuserip=224.151.0.0&vslanusermac=0024010cef7 fa v¢| £

T 18k Google Chrome RUSSERHEFEHIZRIG ? | EEED ‘ ‘ HRE—ENMRAEFERS

Ligofave | Common Problem | Feadback Problem

User Info

Username:  kk

User IP: 192.168.4.2

00:02:41 (00:24:01:0c:e£:7d)

. [ [
[ togour ] & P
r_)‘@ http://www.baidu.com/index.php?tn=SE_hldp07761_uxrc3hhp o~ X‘ {J'I_i S € 503

}70 EE—T . (retaE ’ ]

RTRE | ER I® N
More LAN wonderful, please visit Ligofave website for

details. http://www. ligowave. com

( 1)
Bai®SE

A M ME N =5 R pE e
EE—T
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3.2. Transparent local forwarding mode in a single

WAC topology

3.2.1. Network Topology

Internet
WAC Internal
Network
Gateway:192.168.1. 1, DHCP
A0 hnhedk Pool:192.168.1. 3—
192.168.1. 254
Port 0/1
IP:192.168.1.2

\ | \ AP2. 192.168.1.Y
\_ | AP1: 192.168.1.X \_ ]

(R0 NS

-

$ 192.168.1. A $ 192.168.1.B

3.2.2. Configuration Steps

3.2.2.1. Configure management and access control port

Connect your PC to port 0/1 of the WAC (port0/1 is the default management and
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access control port, only one control port can be set up, log in the WAC management

interface via default IP address 192.168.100.168 (IP of PC must match the subnet)

® By option DEVICE - Ports - Interface, enable port 0/2, and set it to uplink

interface, click “Save”

STATUS DEVICE AP LOCATION POLICY
Basic Setup DNS Server P Route
T

Device

192168100168

§ 1o 012

gy DeTault L -
SlovPart 0/t
SiovFort 072
SlobPort 073
SlovPart 074
SiobFort 075
SlotPort 076

STATUS DEVICE ap LOCATION POLICY
Basic Selup DNS Server Ports P Route

Device

@ 192168100168

19216817 Name

& Default
MAC
Pseudo MAC
(1]

Port Connection Type

TYPE
TRUNK
Mode
VSLAN

BYIP
STATUS

Save Cancel

® By option DEVICE - IP, click “Add” to set

RIGHTS SECURITY PORTAL
Policy Route OSFF DHCP
Wy 192.168.100.168
192.168.1.2
Mode
Route Mode
Route Mode
Route Mode
Route Mode
Route Mode
Route Mode
RIGHTS SECURITY PORTAL
Policy Route OSPF DHCP
SlotPort 012

00:e0idc14:18:a0

00:00:00:00:00:00

ADMIN MAINTAIN LOGS LoGgout

SMMP STA Server Date &Time
MTU TRUNK TYPE
1500 ® Uplink
1500 x Uplink
1500 ® Downlink
1500 ® Dawnlink
1500 x Downlink
1500 ® Downlink

ADMIN MAINTAIN LOGS LOGOUT

SMMP STA Server Date & Time

Q 192.168.100.168
192168100168

{¥ou can set '00:00:00:00:00:00't0 delete pseudo mac)

1500
Autoselect
Vplink v

» Both YLAN ID
Al VLAM (D

Eoute Mode ¥

1

(Please enter the 83-1500 values)

4095 English comma separated)

(1-999)

-~

“Management Rights” and click “Save”

the port0/2 1P to 192.168.3.1, enable

STATUS - AP LOCATION pPoLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
R
Basic Setup DNS Server Ports Route Poliey Route OSPF DHCP SMMP STA Server Date &Time
A
Device @ 192.168.100.168
192.168.1.2
192165100168
192188413 Interface Interface IP Type IP Address/Subnet Mask Management Channel
k| SlovPort 0i1 STATIC 1921681 2/255 255 2550
@ Default
SlatPort 02 STATIC 193.168.3.1/255. 255 255.0 ®
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DS Server Ports IP Route Fuolicy Route QSPF DHCP SMMP STA Server Date & Time
Device % 192.168.100.168
192.168.1.2
@192158100158
Interface Slot/Port 0/2 ¥

Y 192168.1.2
&y Default

Imerface IP Type

IP Address/Subnet Mask

Management Channel

STATIC ¥

192 188 3. 1 1255.255.255.0 (f24) ¥

I Management Rights

N

Save Cancel
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® Re-login the WAC management interface through port 0/2(IP of the PC must
match the subnet), By option DEVICE - IP, change the IP of port 0/1 to a intranet
IP so that the WAC can access the internet, such as 192.168.1.2, click “Save”

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DMES Server Forls IP Route Folicy Route OSPF DHCP SHMP STA Server Date & Time
Device @ 192.168.100.168
192168.1.2

@1 Y92.168.100.168

) 192168.1.2 Interface Slot/Fort 0/1 ¥

5 Default
Interface IP Type STATIC ¥
IP Address/Subnet Mask 192 168.1.2 /| 255.255.255.0 (fz4) v
Management Channel o
Management Rights ¥

Save Cancel

® Connect the WAC the your internal network through port 0/1 , after that you can

manage the WAC by connecting your PC to the internal network or port 0/2

3.2.2.2. Configure Route and DNS

® By option DEVICE - Route, add the destination routing, all the destination IP will

be directed to the internal network gateway 192.168.1.1

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LoGoUT
Basic Setup DNE Server Farts P Palicy Route QSPF DHCP SMMP STA Server Date & Time
Device 192.168.100.168
@ 19216812
192168100168 -
5 14276842 Destination/Subnet mask Gateway
e Default
There are no rowes to display.
Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DMS Server Forts IP Route Folicy Route OSPF DHCP SHMP STA Server Date & Time
Device @ 192.168.100.168
1921681
o 192168100168
q 19216812 Destination/Subnet mask 0.0.0.0 flo.0.0.0 GOy v
kY Default
Gateway [192 168.1 1

Routing Metric

Save Cancel

1

(Please enter the values betweg
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® By option DEVICE - DNS Server, configure the Primary and Secondary DNS as

the same as the internal network DNS

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Seh DME Server Ports 1P Route Policy Route QSPF DHCP SHMP STA Server Date & Time
Device ) @ 192.168.100.168
192168.1.2
@192.158 100168
& 192.168.1.2
& Default
Primary DNS 192.188. 1. 1]
Secondary DNS 8.8.8.8

Save

3.2.2.3. Configure VSLAN interface

® By option DEVICE - Ports, add a VSLAN interface (This interface is used for

wireless clients authentication), for example VSLAN 8, click “Save”

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DMS Server 1P Route Policy Route OSPF DHCP SHMP STA Server Date & Time
Device & 192.168.100.168
192168.1.2
@192158.100168 «
&19218512 |VSLAN
ko Defaut Name \ Member STP Status
WELAMN 1 *®
Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Basic Setup DNS Server Parts IP Route Policy Route 0SPF DHCFP SNMP STA Senver Date & Time
Device 192.168.100.168
@ 10215010
ap 192168100163
ﬁ192.168.1.2 D s (1-099)
g Default
Name VELAH B
STP Status
Status e

Save Cancel

61/79



-
/| Wave
8

3.2.2.4. Policy Configuration

® Naming policies according to the actual needs, in this case we use “kk” for
naming all policies
® By option POLICY - Virtualization - WLAN/LAN - Security, add Security policy,

like “kk”, click “Save”:

STATUS DEVICE ap LOCATION PoLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Wirtualization Radio Access Control AP Updats T
@ vsLan -

(> Portal -
e
\

Elﬁlllnemicalion\ Policy Name

There are no rows 1o display,

Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
wvirtualization Radio Access Control AP Update
(2 VSLAN
(3 Portal .
= Security
() Authentication Name ke Pleske enter the values betwesn 1 and 30 character(ilegal character:§%:
Encryption wpa-pskiwpaZ-psk ¥
Encryption tkiptaes ¥
Key aE0E509 allow length &~31

D

® By option POLICY - Virtualization - WLAN/LAN, add WLAN policy “kk”,
select the Security policy “kk” created in the last step for encryption, if your

wireless network does not require encryption you can select “open”, click “Save”:

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT

virtualization Radio Access Gontral AP Uptiate Wi, _
(>)VSLAN \
(IPartal
[Ermia o — =
[ Authermication Hane \ E3s1D —Forvarding Mode— ¥

Name ESSID Security Default

There are no rows ta display.

Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
“irtualization Radio Access Control AP Update
(I VSLAN
(= Portal
- WLANLAN
() Authentication Policy Type WLAH ¥
Name Lz FPlease enterthe values between 1 and 30
ESSID ke Plpase enter the values bhetween 1 and 31
Security Policy ke v
User Limit o (Each AP 10 alld the maximum number of users acces:
Hidden ® Show Essid Hide Essid
Radio Freq - 2.4G aG
Forwarding Mode Locel Forward:Bridge ¥ \
VLAN D 0 ( 0-4086, 0 means not set)
BYPASS
Default ® no Y¥es

Save Cancel
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® By option PORTAL - Portal Customize - Portal List, add a new built-in portal,

named “kk”, and save:

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY | PORTAL I ADMIN MAINTAIN LOGS LoGoUT
—
Fartal Customize Upload Portal \
(3 Slot ipti o
= Time Portal Name Portal URL
I I k_ default |}_3\ hittpeir1 92,1681 2iadmin_Wpartakweblindexphp
(> Custom
Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Paortal Custornize Upload Poral
(=) Slot Description
(> Time Portal Name =3 Fleake enter the values between 1 and 30 character(llegal character 1% ~+
= APIAddress
(=) Custom
Token
Verification code Open &) Close
Dynamic Password Open @ Close

Save Cancel

NOTE: If verification code is needed, select open, in this case we select close

® Return to portal list and copy the URL of the newly created portal which named

Ilkkll

STATUS DEVICE AP LOCATION POLICY PORTAL

RIGHTS SECURITY ADMIN MAINTAIN LOGS. LOGOUT
Portal Gustamize Upload Portal
( Slot Description
(> Time Portal Name 1 ion code
2 ®
() Custom default B Mpi T2, 168, 1. 2radrmin_0jport «

)

HE| nitp://192. 188, 1. 2/a 96237/ index. php (3) »
FIED®)

BELE W) .

® By option POLICY - Portal, add a Portal policy named “kk”, paste the URL

which copied in previous step into the PORTAL field, and save, as shown below:

STATUS DEVICE AP

LOCATION | p0L|(;Y| RIGHTS

SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Wirtualization Radin Access Control AP Update \
(»VSLAN
[émmhemi:ation Name URL

There are no rows ta display.
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Yirtualization Radio Access Contral AP Update
(>IVSLAN
Name e Please enler the values between 1 and 30 {haracter(llegal character %[+ ===\, 28@& V1 )
(= WLANLAN PORTAL http://192. 188. 1.2/ admin_0f 096 e37/ index. php ]
(&) Authertication Portal Service Mode | centralized ¥ -
Params List --Flease Select One parameter— ¥ | Alias l:l I;I |_/ \

® By option POLICY - VSLAN, add a VSLAN policy named “kk”, fill in the
Network ID field with the VSLAN interface ID that enabled in the previous step,
so here enter the number 8, Bind the newly created WLAN policy “kk” and the

Portal policy “kk”, as shown below:

STATUS DEVICE AP LOCATION | POLICY | RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT

Wirtualization Radio Access Contral AP Update \
@Prortal Fetwork ID Hame ¥lan/LaH Folicy Haf | huthentication | | Fertal

(> WLANLAN
(&) Authentication Network ID Name WianLAN Policy Name Authentication Portal

There are no rows to display.

Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Virtualization Radio Access Control AP Update

(> Portal
(> WLANLAN Name Ik Please enter the vajues hetween 1 and 30 characterdlle
(! Authentication
- Network ID g

Wian/LAN Policy Name I'I'.default wilan_lan_narme HT selectwlan_lan_name

kk

User

Authentication Service Mode centralized ¥

Authentication System Authentication Foliey ¥

Portal kv

User IP Unique

Forwarding Mode

User Isolation

URL Logging | ] |Low Aceuracy v

Description
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® By option POLICY - Radio, add a Radio policy named “kk”, and save, as shown

below:

STATUS DEVICE AP LOCATION | POLICY | RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Wirtualization | Radio | Access Contral AP Update
Radio RF Channel Tx Power Antenna
There are no rows 1o display
Add
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Virtualization Radio Access Control AP Update
Name Ik Flease pnterthe values between 1 and 20 characterlilegal character 1% —+ === 2HDE ] )
Mode B0Z. 11hgtn v
Htmode HIgo v
RF Channel 1 v
Tx Power Odbm (1mw ) hd
Antenna Open ¥
RSSI{dBm) —100 Please enter the values betgeen and -50

Save Cancel

3.2.2.5. Add Users

® By option RIGHTS - Role - Users, add a user(for client authentication via portal

page)and save, as shown below

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN MAINTAIN LOGS LOGOUT
Role Admission Rights
(> Identity Profiles Username e lease enter the values between 1 and 32(llegal charac
(3 APP LINK
MAC Bind \
IP Bind
ESSID Bind Flease enter the values between 1 and 31 character
VSLAN 0 (0Am)
Role default Role |[select Role
aroup
password | [ Pasgword fleld length must be between 6 and 32 chara

Confirm Password

Full Name
Descriptive Name

........ Pagzgword figld length rust be between & and 32 chara

“,

Advanced option=>

Save Cancel

~N
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3.2.2.6.

Have APs on-line and make the configuration

® Have the AP connected to the internal network, the AP will get on-line to the

WAC in 1-2 minutes, you will see the AP get on-line to the WAC by option

STATUS-AP, and the AP can obtain an IP of 192.168.1.0 assigned by the internal

network, as shown below:

Oveniew Wi Client  Devce E lsgal 4P

LOCATION  POLICY  RIGHTS

SECURITY  PORTAL

ADMIN  MBWTAN  L0GS  LOGOUT

AF W \ Hane —H Ligaldls— v —Hurdeare Versoo— v | | —Seftmare Yersew— ¥ —States— ¥ Super Adnin v Searcn

LigoWAC
192.168.1.2 @ 1op o
1 hrs 48mins Name. Public IP ESSID Client Hum LigoLAC Nam: Stalt
e Prtvate P
Version 6.26(r10724) oy 82169 ] B [=]
0 pumenticated Ciants B "
[ Unautheriicated Clients

®up1abah -
o Tetal Clients

® By option AP-Basic Setup, press the on-line AP MAC address to configure it, you

can name it and bind it up with WLAN/Radio policies and so on, in this case bind

the WLAN policy“kk and Radio policy“kk” created above, click “Save”, as

shown below:

STATUS  DEVICE LOCATION  POLICY  RIGHTS  SECURTY  PORTAL  ADMIN  MANTAN  LOGS  LOGOUT
Basic Setup \
AP I Fane 25 rows per paze ¥
bE 1A ame LigoLAC IP1 LigoL AC P2 LigoLAC IP3
@o0:19:3b:clba03 -
W 00:19:30:00:c3:66
selectall | [~——fove T v[ | pelappachy | [ coniowe | [ asiap | [Addorouw | [ Emoras Excel
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN
Basic Setup
Name L
MAC 00:19:3b:eb:ba:03

Pseudo MAC

Location

Wian/LAN Policy Name

Radio Policy

LigoLAC IP1
LigoLAC IP2
LigoLAC IP3

Scan lilegal AP
Open scan sta

Scan Interval

Report equipment status information

Wian Error Scan Interval
Scan Interval

cLouD

Save Cancel

00:00:00:00:00:00

——zelect— ¥

[T.detaultwian_lan_name |[T.selectwlan_lan_name
Kk

Default Radio Policy |[Eelect Radia Falicy

kk

MAINTAIN LOGS LOGOUT

T~

Loww Accuracy High Accuracy Probe
3800 Seconds
[z} minutes (Flease enter a valid number,does not aloow nulls)

Super Admin ¥
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3.2.2.7.

Save System Configuration

® By option MAINTAIN - Save Configuration, click“Save”to save the current

system configuration, as shown below:

STATUS DEVICE

AP LOCATION POLICY RIGHTS

SECURITY

PORTAL ADMIN

MAINTAIN LOGS LOGOUT
Software Setup Save Configuration ShutdowniRestart Software Update AP Version License Device Analysis
Save '
i i Device 192.168.1.2
Configuration 19216012
‘192 168,100,168 Options
&192 168.1.2 -
& DUt Save System Configuration
Export System Profile | Expant Configs | ‘ Export Database |
Import System Profile
P Upload file
Import Configs | ‘ Import Database |
Reset to manufacture setting

® The AP will broadcast a SSID named “kk” within 1 minute, connect your laptop

to the SSID, the wireless network card obtains an IP address of 192.168.1.0

segment, as shown below

REEmEEs R
Bl 1): £y 5
PSS 0 ém@imm
B | - S l;nternet o1 [=)
BN IS R x Cle
it D-Link D¥A-160 Xtreme N Dual E == kk 4
e 00-24-01-0C-EF-TD Internet 353 3
25 DHCP = 3
IPve Hhiit 192.168.1. 14 240 VPN A
IPvd FPdiERe 255. 255. 255. 0
HISHRLIRRTE 20145 TH3H 10:54:39 = =T >
HLSHARIASE 20145 TH4F 10:54:39
IPv4 ERAPIE 192.1658.1.1 FEMEEE A |2
IPv4 DHCP fRESSR 192.168.1.1 _
IPv4 NS fR55E5 192.168.1.1 kk s
172.16.250. 1
IPv4 WINS FRER 3 kk2M-ap M
SBH NetBIOS ove... 2 o
R IPvE ME  £eB0::ccll:T450:4baT:Te39%13 Guest 4|
IPve ERAPRE i 5 .
< | 1] \ b Function ﬂ“‘ Il
FTFFREA SR
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3.2.2.8. Get permission to access internet through

portal-based authentication

® Enter a URL to visit in your browser, like www.baidu.com, you can see the URL

be redirected to the portal page URL, as shown below

<« C | [1 192.168.1.2/admin_0/3e8a8c/index.php?wlanacip=192.168.1.2&wlanachname=kk&wlanuserip=224.151.0.1&vslanusermac=0024010cef7d&vslal &

Ligotave Common Problem | Fesdback Problem

(‘ LigoWave Su
V A Please Logon on

Please log on

« More WLAN wonderful,please visit LigoWave website for details.

http: //www. ligowave. com

Copyright © LigoWave ine..-All Rights Reserved

® Fill in the authentication information(the user name and password added in above
steps), successfully passed certification then the client can access internet, as

shown below:

[ 192.168.1.2/admin_0/3e8a8c/www/logout.php?wlanacip=192.168.1.2&wlanacname=kk&wlanuserip=224.151.0.1&vslanusermac=0024010cef7 fia

oogle Chrome SRR IFERISEI0B ? | (RIFEES ‘ ‘ BERSE—BACRIF DS

O LigoWave

User Info

Fobz

Kk
.  The online time:

112 4 Usex IP: 192.168.1.14
10 2 .
98 /\4 00:01:20 (00:24:01:0c: of : 7d)

765 4 =) T |

| &) mrr— . rmeoma [ ]
MEOW | B® W
ove WLAN wondexful, plaase L !

Mor e WLAX vizit LigoWave wabzite fo
L1
details, hetp://www.Ligavave. com B i.ﬂ.Elg

Wi DI BAUR K0H BE ELE mam @
| =%y

NOTE: Configuration process of NAT local forwarding mode is as the same as the transparent local forwarding mode. The difference
is that the wireless clients obtaining IP addresses (192.168.2.0) from the AP, the AP acts NAT between the wireless clients and the

network. Therefore, the explanation will not be repeated here.
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3.3. Between AP and WAC crosses the internet

Transparent/NAT local forwarding mode is used in this case, because the transparent
and the NAT local forwarding mode configuration process are as the same, so here we

only take transparent local forwarding mode as an example.

3.3.1. Network Topology

IP:163.177.112.181

Internal
Network

Gateway:192.168.1.1,
DHCP pool :192.168.1. 3—
192.168.1. 254

\ \ AP2. 192.168.1.Y
\_ | AP1. 192.168.1.X \ |

192.168.1. A $ 192.168.1.B
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3.3.2. Configuration Steps

The configuration is the same as when the WAC is place on local, so the following

content briefly describes essential of the configuration or the related notes.
3.3.2.1. Essential of WAC Configuration

Manage the device through the physical interface(Refer to Section 1.2.2.4.1P Setup),

by option DEVICE - IP, Configure the WAC with the public IP which provided by

ISP(in this case we configure port 0/1 with the public IP, for example

163.177.112.181), and enable “Management Channel” and “Management Rights” , as

shown below

STATUS P LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN cLoUD WAINTAIN LOGS LOGOUT

Basic Setup DNS Semver Ports Route Policy Route OSPF DHGP SMMP. Date & Time

Device @ 163.177.112.181
162.177.112.181
P LERREARPRL)
ST Interface 1P Address/Subnet Mask Management Channel Management Rights
S SlotPort 0i2 14.1.11255.255.255.0 ® ®
SlobFort 11 163.177.112.181/265.256 355102 < v |
VELAN 11 172.16.11/265.265.255.0 ® v \
VSLAN 88 192.168.0.1/255.255.255.0 x x
VELAN 20 102.168.1.1/255.265.266.0 x x
VSLAN 40 192.168.4.1/255.255.255.0 x x
VELAN 120 192.168.120.1/265.265.266.0 x v

Add

® By option DEVICE - DNS Server, fill in with the DNS server IP and click “Save”,
as shown below

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOuUD MAINTAIN LOGS LOGOUT

Basic Setup N Route Policy Route QSPF DHCP SHMP Date & Time

Device 163.177.112.181
163.177.112.181
/63177112181

k) Default

Primary DNS 221.5.85.88

Secondary DNS 210,21 196.6

~—

® By option DEVICE - Route, fill in with the Gateway IP and click “Save”, as

shown below

70/79



STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT
Basic Setup DHS Server Ports P Paolicy Route OSPF DHCP SHMP Date & Time
Device \ @ 163.477.112.181
163177.112.181

| G TTTATZ1E1
4 Default Destination/Subnet mask 00.0.0 Hoooooo ym v

Gateway 163, 177 112. 128

Routing Metric il (Please enter the values betwesh 0 and 65535)

~—

® By option MAINTAIN - Save Configuration, click“Save”to save the current

system configuration, as shown below

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT
Software Setup Sawe Configuration ShutdowniRestart Software Update AP wersion License Device Analysis
Device @ 163.177.112.181

163.177.112.181
au 1B 177112781
&y DETaUIE

Options

Sawe System Configuration \
Export System Profile |__Ewortconngs | [ EwontDatabase |
Import ‘em Profile

[__importconigs | [ impont Database |
Reset to manufacture setting

® Have the WAC accessed to internet, then we are able to manage the WAC through
the public IP as long as we can access to internet, access the url

https://163.177.112.181in browser to manage

® The other details configuration please refers to the configuration when WAC

is placed on local network see 3.2.2.Configuration Steps

3.3.2.2. Essential of AP Configuration

AP should be managed by remote management software(like: putty, Xshell etc.),
configure AP with the IP address of WAC through command line and then have AP
connected to internet, the configuration is as follows:

® After powered up, the AP by default broadcast the SSID “Ligo_mac”, as shown

below:

. P 2 L !
0_00:19:3b:eb:ba:03 1.1‘“

Q

® Connect your laptop to the SSID and manage the AP through SSH(use SSH
71179
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software like Xshell), the management ip is 192.168.2.66, as shown below

Kshell:%> s33h 192.168.2.

® Follow the prompts to enter username: admin and password:adminO1. After login
successfully, type “shell” at the command line and press enter, use the following
command to specify the remote VAC/WAC IP(for example:163.177.112.181)
address for the AP

# wtpconf set cs 163.177.112.181:

® Connect the AP to the internal network then it will automatically obtain an IP and

get on-line to the remote VAC / WAC through internet

3.4. Use Cases and Configuration Instructions in

headquarter-and-branch topology(VAC+LAC)

3.4.1. Architecture Descriptions

Internet

Internal
_ Network

LigoWave
Access Point—AP

Client

Through the above introduction and related cases, we should have understood the

principle of WAC well. As a new-type distributed AC system the VAC+LAC
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architecture can be interpreted as a WAC split. If from the LAC to the VAC it is
reachable by route, we can actually treat it as a WAC whole. The advantage is the
convenience of the remote centralized management has been remained, and because
the LAC can be placed locally and caching data from the remote VAC, the
management efficiency is improved; In addition, the LAC can be distributed
anywhere as long as the VAC is reachable by route, this undoubtedly improve the
deployment flexibility greatly.

The VAC is responsible for making policies and the LAC as the executor of the

system is responsible for issuing the policies to the APs.

3.4.2. Application Overview and Configuration

In the following descriptions, LAC to VAC and AP to LAC / VAC are by default both

reachable.

3.4.2.1. Network Topology

. FE ahaaes VAC 142315396

LAC
14.23.153.97

Branch A
1t local forwarding)
(Transparent local forwarding) Branch 8

| T (Centralized forwarding) > 3" sessss

port0/1:192.168.1.2 portO/2:192.6

LAC

LAC

831,
lnternet DHCPserver:19
o -, 216830
R . ~'-\\\ -
" g e
192.16811 ' 19216811
DHCPserver: =
19216810 —l (obtained from
192168.1X port0/2)
{obtained from | Small Branch 192.168.3X
Internal Network) 4 (Transparent/NAT

o . local forwarding) =

AN S
L 4 LR
, S

\\\\ - sy
EE g %
/& ‘ /B
192168.1Y 192.1684.X
(obtained from (obtained from vslan interface
Internal Network)
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3.4.2.2. Configuration Descriptions

The VAC + LAC is interpreted as the WAC split, so if we ignore the path between
VAC and LAC, we can actually treat it as a whole, in principle it is as the same as
when placing the WAC locally or remotely. Except the LAC and the AP have to be
directed to the VAC, and specifying the affiliated AP for the LAC, the other
configurations are essentially as the same as in the single WAC topology; So in this
section, we only focus on the relevant important notes or cautions in different network

mode.

3.4.2.2.1. Basic Configuration of VAC and LAC

® Manage the device through physical port (refer to section 1.2.2.4.1P Setup).By

option DEVICE - IP, set the public IP which provided by ISP for the VAC (in this
case we set at port 0/1, for example 14.23.153.96), and enable “Management
Channel” and “Management Rights”, as shown below

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT
.-~

Basic Setup DME Server Forts te Folicy Route QOSPF DHCP SMNMP STA Server Date & Time

Device @ 14.23.153.96
14.23.1532.98
apl4.23.15208
) Default Interface Slot/Fort Of1 ¥
agpl4.22.153.87
Interface IP Type STATIC *
IP Address/Subnet Mask 14,23 153. 98 /255,255,295, 192 (f26) ¥ \

Management Channel W A&

Management Rights ¥ \

® By option DEVICE - DNS Server, fill in the blank with DNS server IP for the

VAC and click “Save”, as shown below
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STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT

Basic Setup DME Server Ports IP Route Policy Route QOSPF DHCP SMMP STA Server Date & Time
Device \ Y 14.23.153.96

14.23.153.96
PREREREREL
- Default
@ 142316387
Primary DNS 202.96.1258. 66
Secondary DNS 120.80. 88,88

Save

® By option DEVICE - Route, fill in the blank with the Gateway IP for the VAC

and save, as shown below

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLOUD MAINTAIN LOGS LOGOUT
Basic Setup DMS Server Ports P nute 0OSPF DHCP SMMP STH Berver Date & Time
Device @ 14.23.153.96
14.23153.96
,%1 42315396
=11y Default Destination/Subnet mask 0.0.0.0 HNoooo ym v

@1 4.23.153.97

Gateway 14.23.153. 65

Routing Metric o (Please enter the walues between 0 and E5535) \
-

® By option MAINTAIN - Save Configuration, click “Save” to save the current

system configuration for the VAC, as shown below

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL ADMIN CLouUD MAINTAIN LOGS LOGOUT
Software Setup Save Configuration Shutdown/Restart Software Update AP Wersion License Device Analysis \
Device % 14.23.153.96
14.23.153.96

@ 142315506
= Derault

PRIBERLEL Save System Configuration

Options

® Have the VAC accessed to internet, then we are able to manage the VAC through
the public IP as long as we can access to the internet, access the

urlhttps://14.23.153.96 in browser to manage

® The LAC have to add IP and route to communicate with the external network;
also have to set the VAC IP on the LAC so it can discover and get-online to the

VAC through network, refer to the section 1.1.2.Initial Configuration of LAC,

you will see the LAC get on-line to the VAC by option STATUS-Device, as

shown below
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STATUS DEVICE AP LOCATION  POLICY  RIGHTS  SECURITY ~ PORTAL  ADMIN  CLOUD  MAINTAN  LOGS  LOGOUT
Overview  Client AR llegal AP
Device
LigovAC
Name Public 1P System ID AP Num Client Num Hardware Version Software Version
14.23.153.96 Private 1P
up ros 1ok @.1423.153.96 14.23.153.96 O0'e06c 14002 0 i LigovAC31 00 5.24(110051)
Time
Version 6.2.4(r10051) 14.23.153.97 14.23.153.97 001 0:3:36:9472 136 4034 LigoLAGS1 00 5.2.4(110051) |
1146 Clients ol SIS

2949 Unauthenticated Clients
4005 Total Clients

The configuration of VAC + LAC there are several caveats:

A

—

The VAC is the brain of the whole system, is responsible for making policies;

and the LAC as the executor of the system is responsible for issuing the

policies to the APs;

In the process of configuring, Options like Policy, Location etc., only need to

be configured on the VAC, but for Device, Security, Maintain etc., need to be

configured separately on the VAC and LAC. Perform the configuration please

click the IP on the left side of the GUI to select VAC/LAC, as shown below

STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL
Basic Setup DS Semer Parts IP Route Folicy Route OBPF DHGP
Device % 14.23.153.96
142315398
142315398 <~
Sp-NITET Name 14.23.153. 96
a4 2315397
Wy P Address 14.23.153.96
System D 00:e0:4c141d:02
Admin Username adnin
Admin Password | rmerrreeaen
Confirm Admin Password [
#| Enable CLI
STATUS DEVICE AP LOCATION POLICY RIGHTS PORTAL ADMIN
Firewall Mat
Device @ 14.23.153.96
14.23.153.96
e
= G
L . Rule 1D Name Source Addr
2000 Tw_rule_2000 00000000
STATUS DEVICE AP LOCATION POLICY RIGHTS SECURITY PORTAL
Software Setup Save Configuration Shutdowm/Restart Software Update AP Version
Device 14.23.153.96
142315396

182215395 [ W software
- &, Default
| @ 142315397 I

Current Version B.2.4(r10051)

-/

ion Time
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ADMIN

SMMP

&TA Berver

CLOUD MAINTAIN LOGS LOGOUT

Date & Time

Legal character of letters numbers, () supports a length of 0-63

CLOUD

ADMIN

License

October 30, 2014, 05:09:02 am

MAINTAIN LOGS LoGOUT
Filters
Dest Addr Service
0.0.0.0/0.0.0.0 anyil
Add
LOGOUT

CLOUD MAINTAI LOGS

Device Analysis



C. After the APs getting on-line to the VAC you can specify LACs for them, by

option AP - Basic Setup, press the AP MAC to configure the AP, add LAC IPs

for the AP (up to 3 LAC IPs can be added), the AP will discover the LAC by

priorities, as shown below

STATUS DEVICE AP LOCATION

POLICY RIGHTS SECURITY PORTAL ADMIN cLouD MAINTAIN LOGS LOGOUT
Basic Setup
Name I
MAC 1d:ef:92:75:05:08
Location —-zelect—- v
Wian/LAN Policy Name [Tdetautt wian_lan_narme |[T.select wian_lan_narne
GuestFive Function
Guestit KK
gugun
henry
lan
Radio Policy [Default Radio Policy |[5elect Radio Policy
henry Kk
jun
test
testl
LigoLAC IP1 14.23.153.97
LigoLAC IP2 14.23.153.98
LigoLAC IP3 14.23.153.99
Scan llegal AP \
Scan Interval 3800 Seconds
Wian Error Scan Interval
Scan Interval o minutes (Please enter a valid number,does not aloow nullsy

cLouUD

Save Gancel

Super Admin

D. There is a caveat when configuring the VSLAN policy, it’s when you select

“Authentication Service Mode” you may see two options (centralized and

distributed), select "centralized" means the authentication performs on VAC,

select "distributed” means the authentication performs on LAC(The LAC will
automatically caches data from the VAC); In a VAC+LAC structure, select the
“distributed”” mode will help reducing pressure of the VAC, improve

management efficiency, as shown below

STATUS DEVICE AP LOCATION POLICY RIGHTS

SECURITY PORTAL ADMIN CLouD MAINTAIN LOGS LOGOUT
Wirualization Radio Access Control AP Undate
(= Portal
(> WLANLAN Name e Flease enter the values between 1 and 30 character(lllenal character:
() Authentication
= Network ID 3

‘Wilan/LAN Policy Name

[T.defaultwian_lan_name |T.selectwlan_lan_name

chenjun_wechat cloud 4w
customer test KK
custamer test!

Function-Wechat

User Authentication

Authentication Service Mode

Authentication

Portal Mk v

User IP Unique
Forwarding Mode

User Isolation
URL Logging

Description
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3.4.2.2.2. Basic Configuration of AP

The AP has to be configured or obtain an IP and registered the IP of the VAC so it can
communicate with the external network and get on-line to the VAC, refer to the

section 1.1.3.Initial Configuration of AP

3.4.2.2.3. Configurations in different forwarding mode

The configuration steps are the same as WAC, please refer to the configuration steps
of WAC and complete the configuration both on VAC and LAC. According to
different forwarding modes, please refer to:

® Take branch B(Centralized forwarding) as an example, refer to the section

3.1.2.Configuration Steps

® Take branch A(Transparent local forwarding) as an example, refer to the section

3.2.2.Configuration Steps

® Take the small branch(Between AP and VAC/LAC crosses the internet) as an

example, refer to the section 3.3.2.Configuration Steps
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